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cssaomvancLranunsucHian  Gertain versions of Chrome from Google contain the foIIowing
: vulnerability:

The Regular Expressions package in International Components for
Unicode (ICU) for C/C++ before 2014-12-03, as used in Google
Chrome before 40.0.2214.91, calculates certain values without
ensuring that they can be represented in a 24-bit field, which allows
remote attackers to cause a denial of service (memory corruption) or
possibly have unspecified other impact via a crafted string, a related issue to CVE-2014-
7923.

CVE-2014-9654 has been assigned by & secalert@redhat.com to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.8- CRITICAL |

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: 7.5-HIGH
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
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https://cve.report/
https://cve.report/CVE-2014-9654/mitre
https://cve.report/CVE-2014-9654/nist
https://cve.report/CVE-2014-9654/cve_org
https://cve.report/CVE-2014-9654.pdf
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/

Uas£/704 1€ 19U00Ue40950C0D0ds0C 7 10 18049000
- chromium/deps/icu - Git at Google

oss-security - Re: CVE request - ICU

432209 - chromium - An open-source project to
help move the web forward. - Monorail

[ICU-11371] Integer overflow issue in
URX_BUILD - Unicode Consortium

Oracle Solaris Third Party Bulletin - April 2015

System dashboard - Unicode Consortium

Gentoo Security

Oracle Critical Patch Update Advisory - April
2019

IBM Flex System Manager ICU Client Regex
Processing Flaw Lets Remote Users Execute
Arbitrary Code on the Target System -
Security Tracker

Third Party Advisory
chromium.googlesource.com
text/html

Mailing List

Third Party Advisory
openwall.com
text/html

Issue Tracking

Third Party Advisory
code.google.com
text/html

Issue Tracking
Vendor Advisory
bugs.icu-project.org
text/htm

web.archive.org
text/html
Inactive Link™ Not Archived

Issue Tracking
bugs.icu-project.org
text/htm

Third Party Advisory
security.gentoo.org
text/html

www.oracle.com
text/html

Third Party Advisory

www.securitytracker.com
text/htm
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chromium.googlesource.com/chromium/deps/icu/+/dd72764

¢ > MLIST [oss-security] 20150205 Re: CVE request - ICU

() CONFIRM code.google.com/p/chromium/issues/detail ?id

() CONFIRM bugs.icu-project.org/trac/ticket/11371

© CONFIRM www.oracle.com/technetwork/topics/security/k

() CONFIRM bugs.icu-project.org/trac/changeset/36801

£ GENTOO GLSA-201503-06

O MISC www.oracle.com/technetwork/security-advisory/cpt

() SECTRACK 1035410

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product
Application Google Chrome
Application Icu-project International Components For Unicode
Application Icu-project International Components For Unicode
Application Icu-project International Components For Unicode

Version Update Edition Language

All All All All
All All All All
All All All All
All All All All


https://chromium.googlesource.com/chromium/deps/icu/+/dd727641e190d60e4593bcb3a35c7f51eb4925c5
http://openwall.com/lists/oss-security/2015/02/05/15
https://code.google.com/p/chromium/issues/detail?id=432209
http://bugs.icu-project.org/trac/ticket/11371
https://web.archive.org/web/2014/http://www.oracle.com/technetwork/topics/security/bulletinapr2015-2511959.html
http://bugs.icu-project.org/trac/changeset/36801
https://security.gentoo.org/glsa/201503-06
https://www.oracle.com/technetwork/security-advisory/cpuapr2019-5072813.html
http://www.securitytracker.com/id/1035410
mailto:%20comment@cve.report
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/icu-project
http://cve.report/software/icu-project/international_components_for_unicode
http://cve.report/vendor/icu-project
http://cve.report/software/icu-project/international_components_for_unicode
http://cve.report/vendor/icu-project
http://cve.report/software/icu-project/international_components_for_unicode

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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