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The tt_face_load_hdmx function in truetype/ttpload.c in FreeType before 2.5.4 does not establish a minimum record size, w
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
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Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 10.04 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 14.10 All All All
Canonical Ubuntu Linux 15.04 All All All
Canonical Ubuntu Linux 10.04 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 14.10 All All All
Canonical Ubuntu Linux 15.04 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 7.0 All All All
Fedoraproject Fedora 20 All All All
Fedoraproject Fedora 21 All All All
Fedoraproject Fedora 20 All All All
Fedoraproject Fedora 21 All All All
Freetype Freetype All All All All
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Debian -- Security Information -- DSA-3188-1 freetype
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USN-2/3Y-1: Free | ype vulnerabilities | Ubuntu

Mageia Advisory: MGASA-2015-0083 - Updated freetype2 packages fix security vulnerabilities
USN-2510-1: FreeType vulnerabilities | Ubuntu

FreeType: Multiple vulnerabilities (GLSA 201503-05) — Gentoo security

Support / Security / Advisories / / MDVSA-2015:055 | Mandriva

[SECURITY] Fedora 20 Update: freetype-2.5.0-9.fc20

freetype/freetype2.git - The FreeType 2 library

Issue 195 - google-security-research - FreeType 2.5.3 TrueType parsing heap-based out-of-bounds read in "tt_face_load_hdmx" - Google Se«
Red Hat Customer Portal

openSUSE-SU-2015:0627-1: moderate: Security update for freetype2

Oracle Solaris Third Party Bulletin - April 2015

FreeType Versions Prior to 2.5.4 Multiple Remote Vulnerabilities
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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