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Summary

CVE CVE-2014-9670

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-08 11:59:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description Multiple integer signedness errors in the pcf_get_encodings function in pcf/pcfread.c in FreeType before 2.5.4 allow remote attackers to cause a denial of service (integer overflow, NULL pointer dereference, and application crash) via a crafted PCF file that specifies negative values for the first column and first row.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 21 All All All

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 21 All All All

Application Freetype Freetype All All All All
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Application Freetype Freetype All All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Oracle Solaris 10.0 All All All

Operating System Oracle Solaris 11.2 All All All

Operating System Oracle Solaris 10.0 All All All

Operating System Oracle Solaris 11.2 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Hpc Node 6 All All All

Operating System Redhat Enterprise Linux Hpc Node 7.0 All All All

Operating System Redhat Enterprise Linux Hpc Node 6 All All All

Operating System Redhat Enterprise Linux Hpc Node 7.0 All All All

Operating System Redhat Enterprise Linux Hpc Node Eus 7.1 All All All

Operating System Redhat Enterprise Linux Hpc Node Eus 7.1 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server Eus 6.6.z All All All

Operating System Redhat Enterprise Linux Server Eus 7.1 All All All

Operating System Redhat Enterprise Linux Server Eus 6.6.z All All All

Operating System Redhat Enterprise Linux Server Eus 7.1 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All
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freetype/freetype2.git - The FreeType 2 library

Issue 158 - google-security-research - FreeType 2.5.3 PCF parsing NULL pointer dereference due to 32-bit integer overflow - Google Security Research - Google Project Hosting

USN-2739-1: FreeType vulnerabilities | Ubuntu

Mageia Advisory: MGASA-2015-0083 - Updated freetype2 packages fix security vulnerabilities

USN-2510-1: FreeType vulnerabilities | Ubuntu

FreeType: Multiple vulnerabilities (GLSA 201503-05) — Gentoo security

Support / Security / Advisories / / MDVSA-2015:055 | Mandriva

[SECURITY] Fedora 20 Update: freetype-2.5.0-9.fc20

Red Hat Customer Portal

openSUSE-SU-2015:0627-1: moderate: Security update for freetype2

Oracle Solaris Third Party Bulletin - April 2015

FreeType Versions Prior to 2.5.4 Multiple Remote Vulnerabilities

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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