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Off-by-one error in the pcf_get_properties function in pcf/pcfread.c in FreeType before 2.5.4 allows remote attackers to cau:
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Problem Types: NVD-CWE-Other
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Debian -- Security Information -- DSA-3188-1 freetype

USN-2739-1: FreeType vulnerabilities | Ubuntu

Mageia Advisory: MGASA-2015-0083 - Updated freetype2 packages fix security vulnerabilities
USN-2510-1: FreeType vulnerabilities | Ubuntu

FreeType: Multiple vulnerabilities (GLSA 201503-05) — Gentoo security

Support / Security / Advisories / / MDVSA-2015:055 | Mandriva
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Red Hat Gustomer Fortal

openSUSE-SU-2015:0627-1: moderate: Security update for freetype2

freetype/freetype2.git - The FreeType 2 library

Oracle Solaris Third Party Bulletin - April 2015

FreeType Versions Prior to 2.5.4 Multiple Remote Vulnerabilities

Issue 157 - google-security-research - FreeType 2.5.3 PCF parsing NULL pointer dereference due to 32-bit integer overflow - Google Security
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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