CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2014-967/9

MITRE NVD CVE.ORG Print: PDF %5

CVE-2014-9679

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2015-02-19 15:59:00 UTC

2018-10-30 16:27:00 UTC

Integer underflow in the cupsRasterReadPixels function in filter/raster.c in CUPS before 2.0.2 allows remote attackers to hz
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
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Operating System

Vendor Product Version Update Edition Language
Apple Cups All All All Al
Canonical Ubuntu Linux 10.04 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 14.10 All All All
Canonical Ubuntu Linux 10.04 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 14.10 All All All
Fedoraproject Fedora 20 All All All
Fedoraproject Fedora 21 All All All
Fedoraproject Fedora 20 All All All
Fedoraproject Fedora 21 All All All
Opensuse Opensuse 13.1 All All All
Opensuse Opensuse 13.2 All All All
Opensuse Opensuse 13.1 All All All
Opensuse Opensuse 13.2 All All All
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Oracle Solaris Bulletin - April 2016

[SECURITY] Fedora 20 Update: cups-1.7.5-12.fc20

Support / Security / Advisories / / MDVSA-2015:049 | Mandriva
openSUSE-SU-2015:0381-1: moderate: Security update for cups

[SECURITY] Fedora 21 Update: cups-1.7.5-15.fc21

Red Hat Customer Portal

CUPS: Buffer overflow (GLSA 201607-06) — Gentoo security

Mageia Advisory: MGASA-2015-0067 - Updated cups packages fix CVE-2014-9679
Support / Security / Advisories // MDVSA-2015:108 | Mandriva

Buffer overflow in cupsRasterReadPixels - Issue #4551 - apple/cups - GitHub
Debian -- Security Information -- DSA-3172-1 cups

USN-2520-1: CUPS vulnerability | Ubuntu

oss-security - Re: CVE Request: Cups: cupsRasterReadPixels buffer overflow
CUPS cupsRasterReadPixels Buffer Overflow Vulnerability

oss-security - CVE Request: Cups: cupsRasterReadPixels buffer overflow

CUPS cupsRasterReadPixels() Buffer Overflow Has Unspecified Impact - Security Tracker
CVE Program record
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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