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Summary

CVE CVE-2014-9680

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-24 06:59:00 UTC

Updated 2018-01-05 02:29:00 UTC

Description sudo before 1.8.12 does not ensure that the TZ environment variable is associated with a zoneinfo file, which allows local users to open arbitrary files for read access (but not view file contents) by running a program within an sudo session, as demonstrated by interfering with terminal output, discarding kernel-log messages, or repositioning tape drives.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sudo Project Sudo All p2 All All

References

Reference Source Link

Red Hat Customer Portal REDHAT rhn.redhat.com

Sudo TZ Environment Variable Flaw Lets Local Users Modify Data on the Target System - SecurityTracker SECTRACK www.securitytracker.com

sudo: Information disclosure (GLSA 201504-02) — Gentoo security GENTOO security.gentoo.org

oss-security - Abusing TZ for fun (and little profit) MLIST openwall.com

Arbitrary file access via TZ environment variable CONFIRM www.sudo.ws

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

390227 Oracle Managed Virtualization (VM) Server for x86 Security Update for sudo (OVMSA-2021-0012)
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