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Summary

CVE CVE-2014-9708

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-31 14:59:00 UTC

Updated 2023-06-22 19:49:00 UTC

Description Embedthis Appweb before 4.6.6 and 5.x before 5.2.1 allows remote attackers to cause a denial of service (NULL pointer dereference) via a Range header with an empty value, as demonstrated by "Range: x=,".

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Embedthis Appweb All All All All

Application Embedthis Appweb 5.0.0 All All All

Application Embedthis Appweb 5.1.0 All All All

Application Embedthis Appweb 5.2.0 All All All

Application Embedthis Appweb 5.0.0 All All All

Application Embedthis Appweb 5.1.0 All All All

Application Embedthis Appweb 5.2.0 All All All

Application Embedthis Appweb All All All All

Hardware Juniper Ex2200 - All All All

Hardware Juniper Ex2200-c - All All All

Hardware Juniper Ex2200-vc - All All All

Hardware Juniper Ex2300 - All All All

Hardware Juniper Ex2300-24mp - All All All

Hardware Juniper Ex2300-24p - All All All

Hardware Juniper Ex2300-24t - All All All

Hardware Juniper Ex2300-48mp - All All All

Hardware Juniper Ex2300-48p - All All All
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Hardware Juniper Ex2300-48p - All All All

Hardware Juniper Ex2300-48t - All All All

Hardware Juniper Ex2300-c - All All All

Hardware Juniper Ex2300m - All All All

Hardware Juniper Ex3200 - All All All

Hardware Juniper Ex3300 - All All All

Hardware Juniper Ex3300-vc - All All All

Hardware Juniper Ex3400 - All All All

Hardware Juniper Ex4200 - All All All

Hardware Juniper Ex4200-vc - All All All

Hardware Juniper Ex4300 - All All All

Hardware Juniper Ex4300-24p - All All All

Hardware Juniper Ex4300-24p-s - All All All

Hardware Juniper Ex4300-24t - All All All

Hardware Juniper Ex4300-24t-s - All All All

Hardware Juniper Ex4300-32f - All All All

Hardware Juniper Ex4300-32f-dc - All All All

Hardware Juniper Ex4300-32f-s - All All All

Hardware Juniper Ex4300-48mp - All All All

Hardware Juniper Ex4300-48mp-s - All All All

Hardware Juniper Ex4300-48p - All All All

Hardware Juniper Ex4300-48p-s - All All All

Hardware Juniper Ex4300-48t - All All All

Hardware Juniper Ex4300-48t-afi - All All All

Hardware Juniper Ex4300-48t-dc - All All All

Hardware Juniper Ex4300-48t-dc-afi - All All All

Hardware Juniper Ex4300-48t-s - All All All

Hardware Juniper Ex4300-48tafi - All All All

Hardware Juniper Ex4300-48tdc - All All All

Hardware Juniper Ex4300-48tdc-afi - All All All

Hardware Juniper Ex4300-mp - All All All

Hardware Juniper Ex4300-vc - All All All

Hardware Juniper Ex4300m - All All All

Hardware Juniper Ex4400 - All All All

Hardware Juniper Ex4500 - All All All

Hardware Juniper Ex4500-vc - All All All
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Hardware Juniper Ex4550/vc - All All All

Hardware Juniper Ex4600 - All All All

Hardware Juniper Ex4600-vc - All All All

Hardware Juniper Ex4650 - All All All

Hardware Juniper Ex6200 - All All All

Hardware Juniper Ex6210 - All All All

Hardware Juniper Ex8200 - All All All

Hardware Juniper Ex8200-vc - All All All

Hardware Juniper Ex8208 - All All All

Hardware Juniper Ex8216 - All All All

Hardware Juniper Ex9200 - All All All

Hardware Juniper Ex9204 - All All All

Hardware Juniper Ex9208 - All All All

Hardware Juniper Ex9214 - All All All

Hardware Juniper Ex9250 - All All All

Hardware Juniper Ex9251 - All All All

Hardware Juniper Ex9253 - All All All

Operating System Juniper Junos 12.1x46 - All All

Operating System Juniper Junos 12.1x46 d10 All All

Operating System Juniper Junos 12.1x46 d15 All All

Operating System Juniper Junos 12.1x46 d20 All All
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Operating System Juniper Junos 17.4 r1-s5 All All

Operating System Juniper Junos 17.4 r1-s6 All All

Operating System Juniper Junos 17.4 r2 All All

Operating System Juniper Junos 17.4 r2-s1 All All

Operating System Juniper Junos 17.4 r2-s2 All All

Operating System Juniper Junos 17.4 r2-s3 All All

Operating System Juniper Junos 17.4 r2-s4 All All

Operating System Juniper Junos 17.4 r2-s5 All All

Operating System Juniper Junos 18.1 - All All

Operating System Juniper Junos 18.1 r1 All All

Operating System Juniper Junos 18.1 r2 All All

Operating System Juniper Junos 18.1 r2-s1 All All

Operating System Juniper Junos 18.1 r2-s2 All All

Operating System Juniper Junos 18.1 r2-s4 All All

Operating System Juniper Junos 18.1 r3 All All

Operating System Juniper Junos 18.1 r3-s1 All All

Operating System Juniper Junos 18.1 r3-s2 All All

Operating System Juniper Junos 18.1 r3-s3 All All

Operating System Juniper Junos 18.2 - All All

Operating System Juniper Junos 18.2 r1 All All

Operating System Juniper Junos 18.2 r1 - All

Operating System Juniper Junos 18.2 r1-s2 All All

Operating System Juniper Junos 18.2 r1-s3 All All

Operating System Juniper Junos 18.2 r1-s4 All All

Operating System Juniper Junos 18.2 r2 All All

Operating System Juniper Junos 18.2 r2-s1 All All

Operating System Juniper Junos 18.2 r2-s2 All All

Operating System Juniper Junos 18.3 - All All

Operating System Juniper Junos 18.3 r1 All All

Operating System Juniper Junos 18.3 r1-s1 All All

Operating System Juniper Junos 18.3 r1-s2 All All

Operating System Juniper Junos 18.4 - All All

Operating System Juniper Junos 18.4 r1 All All

Operating System Juniper Junos 18.4 r1-s1 All All

Operating System Juniper Junos 18.4 r1-s2 All All
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Hardware Juniper Mx - All All All

Hardware Juniper Mx10 - All All All

Hardware Juniper Mx10000 - All All All

Hardware Juniper Mx10003 - All All All

Hardware Juniper Mx10008 - All All All

Hardware Juniper Mx10016 - All All All

Hardware Juniper Mx104 - All All All

Hardware Juniper Mx150 - All All All

Hardware Juniper Mx2008 - All All All

Hardware Juniper Mx2010 - All All All

Hardware Juniper Mx2020 - All All All

Hardware Juniper Mx204 - All All All

Hardware Juniper Mx240 - All All All

Hardware Juniper Mx40 - All All All

Hardware Juniper Mx480 - All All All

Hardware Juniper Mx5 - All All All

Hardware Juniper Mx80 - All All All

Hardware Juniper Mx960 - All All All

Hardware Juniper Ptx1000 - All All All

Hardware Juniper Ptx1000-72q - All All All

Hardware Juniper Ptx10000 - All All All

Hardware Juniper Ptx10001 - All All All

Hardware Juniper Ptx10001-36mr - All All All

Hardware Juniper Ptx100016 - All All All

Hardware Juniper Ptx10002 - All All All

Hardware Juniper Ptx10002-60c - All All All

Hardware Juniper Ptx10003 - All All All

Hardware Juniper Ptx10003 160c - All All All

Hardware Juniper Ptx10003 80c - All All All

Hardware Juniper Ptx10003 81cd - All All All

Hardware Juniper Ptx10004 - All All All

Hardware Juniper Ptx10008 - All All All

Hardware Juniper Ptx10016 - All All All

Hardware Juniper Ptx3000 - All All All

Hardware Juniper Ptx5000 - All All All

Hardware Juniper Qfx10000 - All All All
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Hardware Juniper Qfx10000 - All All All

Hardware Juniper Srx100 - All All All

Hardware Juniper Srx110 - All All All

Hardware Juniper Srx1400 - All All All

Hardware Juniper Srx1500 - All All All

Hardware Juniper Srx210 - All All All

Hardware Juniper Srx220 - All All All

Hardware Juniper Srx240 - All All All

Hardware Juniper Srx240h2 - All All All

Hardware Juniper Srx240m - All All All

Hardware Juniper Srx300 - All All All

Hardware Juniper Srx320 - All All All

Hardware Juniper Srx340 - All All All

Hardware Juniper Srx3400 - All All All

Hardware Juniper Srx345 - All All All

Hardware Juniper Srx3600 - All All All

Hardware Juniper Srx380 - All All All

Hardware Juniper Srx4000 - All All All

Hardware Juniper Srx4100 - All All All

Hardware Juniper Srx4200 - All All All

Hardware Juniper Srx4600 - All All All

Hardware Juniper Srx5000 - All All All

Hardware Juniper Srx5400 - All All All

Hardware Juniper Srx550 - All All All

Hardware Juniper Srx550m - All All All

Hardware Juniper Srx550 Hm - All All All

Hardware Juniper Srx5600 - All All All

Hardware Juniper Srx5800 - All All All

Hardware Juniper Srx650 - All All All

Hardware Juniper T1600 - All All All

Hardware Juniper T320 - All All All

Hardware Juniper T4000 - All All All

Hardware Juniper T640 - All All All

Application Oracle Enterprise Communications Broker All All All All
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20150328 Advisory: CVE-2014-9708: Appweb Web Server BUGTRAQ

Full Disclosure: Advisory: CVE-2014-9708: Appweb Web Server FULLDISC

Oracle Critical Patch Update - July 2016 CONFIRM

Appweb CVE-2014-9708 Null Pointer Deference Denial of Service Vulnerability BID

oss-security - Re: Advisory: CVE-2014-9708: Appweb Web Server MLIST

CVE-2014-9708 Web interface denial of service CONFIRM

SecurityFocus BUGTRAQ

Full Disclosure: Re: [oss-security] Advisory: CVE-2014-9708: Appweb Web Server FULLDISC

oss-security - Advisory: CVE-2014-9708: Appweb Web Server MLIST

CEC Juniper Community MISC

Appweb Web Server Denial Of Service ≈ Packet Storm MISC

Palo Alto PAN-OS Range Header Null Pointer Dereference Lets Remote Users Cause the Target Service to Crash - SecurityTracker SECTRACK

Bad HTTP Range Header · Issue #413 · embedthis/appweb · GitHub CONFIRM

DEV: switch to use ssplit and mprReadJson · embedthis/appweb@7e6a925 · GitHub CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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