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Summary

CVE CVE-2014-9715

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-27 10:59:00 UTC

Updated 2023-11-07 02:23:00 UTC

Description include/net/netfilter/nf_conntrack_extend.h in the netfilter subsystem in the Linux kernel before 3.14.5 uses an insufficiently large data type for certain extension data, which allows local users to cause a denial of service (NULL pointer dereference and OOPS) via outbound network traffic that triggers extension loading, as demonstrated by configuring a PPTP tunnel in a NAT environment.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source Link

'OOPS NULL pointer dereference in nf_nat_setup_info+0x471 (reproductible, 3.14.4)' - MARC MLIST marc.info

www.kernel.org/pub/linux/kernel/v3.x/ChangeLog-3.14.5 CONFIRM www.kernel.org

Bug 1208684 – CVE-2014-9715 kernel: netfilter connection tracking extensions denial of service CONFIRM bugzilla.redhat.com

kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM git.kernel.org

Debian -- Security Information -- DSA-3237-1 linux DEBIAN www.debian.org

Linux Kernel 'nf_conntrack_extend.h' NULL Pointer Dereference Denial of Service Vulnerability BID www.securityfocus.com

Red Hat Customer Portal REDHAT rhn.redhat.com

oss-security - CVE request netfilter connection tracking accounting. MLIST www.openwall.com

Oracle Linux Bulletin - January 2016 CONFIRM www.oracle.com

Red Hat Customer Portal REDHAT rhn.redhat.com

netfilter: nf_conntrack: reserve two bytes for nf_ct_ext->len · torvalds/linux@223b02d · GitHub CONFIRM github.com

kernel/git/torvalds/linux.git - Linux kernel source tree git.kernel.org

Linux Kernel Netfilter Connection Tracking Accounting Bug Lets Local Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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