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CVE CVE-2014-9721
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-03 20:59:00 UTC
Updated 2017-01-03 02:59:00 UTC
Description libzmq before 4.0.6 and 4.1.x before 4.1.1 allows remote attackers to conduct downgrade attacks and bypass ZMTP v3 pro

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Zeromq Zeromq 4.1.0 rci All All
Application Zeromq Zeromq 4.1.0 rci All All
Application Zeromq Zeromq All All All All

References |
Reference Source Link
[SECURITY] Fedora 22 Update: zeromqg-4.0.5-3.fc22 FEDORA lists.fedoraproject.org
Debian -- Security Information -- DSA-3255-1 zeromqg3 DEBIAN www.debian.org
openSUSE-SU-2015:1028-1: moderate: Security update for zeromq SUSE lists.opensuse.org

Problem: V3 protocol handler vulnerable to downgrade attacks - Issue #1273 - zeromg/libzmq - GitHub ~ CONFIRM  github.com

Merge pull request #101 from hintjens/master - zeromg/zeromg4-x@b6e3e0f - GitHub CONFIRM github.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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