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The read_network_packet function in ntp_io.c in ntpd in NTP 4.x before 4.2.8p1 on Linux and OS X does not properly deter
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Operating System

Operating System

Vendor Product Version Update Edition Language
Apple Macos - All All All
Apple Mac Os - All All All
Apple Mac Os - All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Linux Linux Kernel - All All All
Linux Linux Kernel - All All All
Ntp Ntp All All All All
Ntp Ntp 4.2.8 - All All
Ntp Ntp All All All All
Ntp Ntp 428 - All All
Oracle Linux 7 - All All
Oracle Linux 7 - All All
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Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Reference Source Linl
Bug 2672 — ::1 can be spoofed. ACLs based on source IP can be bypassed CONFIRM  bug
Debian -- Security Information -- DSA-3388-1 ntp DEBIAN WW\
Red Hat Customer Portal REDHAT  rhn.
Document Display | HPE Support Center CONFIRM  sup

Vulnerability Note VU#852879 - Network Time Protocol (NTP) Project NTP daemon (ntpd) contains multiple vulnerabilites CERT-VN — ww

Oracle Linux Bulletin - October 2015 CONFIRM  ww
Bug 1184572 — CVE-2014-9298 ntp: drop packets with source address ::1 CONFIRM  bug
support.ntp.org/bin/view/Main/SecurityNotice CONFIRM  sup
NTP 'ntp_io.c' Authentication Security Bypass Vulnerability BID WW\
CVE Program record CVE.ORG ww\
NVD vulnerability detail NVD nvd
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

43837 HPE Comware 5 And Comware 7 Switches And Routers using NTP, Remote Denial Of Service (HPESBHF03886)
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