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Summary

CVE CVE-2014-9753

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-11 18:15:00 UTC

Updated 2020-02-12 21:31:00 UTC

Description confirm.php in ATutor 2.2 and earlier allows remote attackers to bypass authentication and gain access as an existing user via the auto_login parameter.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Atutor Atutor All All All All

References

Reference Source Link

ATutor <= 2.2 (confirm.php) Session Variable Overloading Vulnerability | Karma(In)Security MISC karmainsecurity.com

Added a confirmation code to auto_login URL to fix bug where anyone c… · atutor/ATutor@950a029 · GitHub MISC github.com

update.atutor.ca/patch/2_2/2_2-6/patch.xml MISC update.atutor.ca

SecurityFocus MISC www.securityfocus.com

Full Disclosure: [KIS-2015-06] ATutor <= 2.2 (confirm.php) Session Variable Overloading Vulnerability MISC seclists.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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