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CVE CVE-2014-9767
State PUBLISHED
Assigner mitre

/

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-05-22 01:59:00 UTC
Updated 2026-05-06 22:30:45 UTC
Description Directory traversal vulnerability in the ZipArchive::extractTo function in ext/zip/php_zip.c in PHP before 5.4.45, 5.5.x before

Risk And Classification

Problem Types: CWE-22 | n/a

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N

Score Severity
4.3 MEDIUM

4.3

Primary CVSS: v3.0 4.3 MEDIUM from nvd@nist.gov

Vector

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N

AV:N/AC:M/Au:N/C:N/I:P/A:N

CVSS v3.0 Breakdown
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https://cve.report/
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https://cve.report/CVE-2014-9767/nist
https://cve.report/CVE-2014-9767/cve_org
https://cve.report/api/cve/CVE-2014-9767.json
https://cve.report/CVE-2014-9767.pdf
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CVSS v2.0 Breakdown
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4 [
NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application  Hiphop Virtual Machine For Php Project Hiphop Virtual Machine For Php All All All All
Application  Php Php 5.5.0 All All All
Application  Php Php 5.5.1 All All All
Application ~ Php Php 5510  All All All
Application  Php Php 5.5.11 All All All
Application ~ Php Php 5512 Al All All
Application  Php Php 5.5.13 All All All
Application ~ Php Php 5514 Al All All
Application  Php Php 5.5.18 All All All
Application  Php Php 5.5.19 All All All
Application  Php Php 5.5.2 All All All
Application  Php Php 5.5.20 All All All
Application  Php Php 5.5.21 All All All
Application  Php Php 5.5.22 All All All
Application  Php Php 5523 Al All All
Application  Php Php 5.5.24 All All All
Application  Php Php 5525 Al All All
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Application  Php Php 5.5.26 All All All
Application  Php Php 5.5.27 All All All
Application  Php Php 5.5.28 All All All
Application  Php Php 5.5.3 All All All
Application  Php Php 55.4 All All All
Application  Php Php 5.5.5 All All All
Application  Php Php 5.5.6 All All All
Application  Php Php 5.5.7 All All All
Application  Php Php 5.5.8 All All All
Application  Php Php 5.5.9 All All All
Application  Php Php 5.6.0 All All All
Application  Php Php 5.6.1 All All All
Application  Php Php 5.6.10 All All All
Application  Php Php 5.6.11 All All All
Application  Php Php 5.6.12 All All All
Application  Php Php 5.6.2 All All All
Application  Php Php 5.6.3 All All All
Application  Php Php 5.6.4 All All All
Application  Php Php 5.6.5 All All All
Application  Php Php 5.6.6 All All All
Application  Php Php 5.6.7 All All All
Application  Php Php 5.6.8 All All All
Application  Php Php 5.6.9 All All All
Application  Php Php All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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[security-announce] openSUSE-SU-2016:1173-1: important: Security update aft

PHP ZipArchive::extractTo() May Let Remote Users Traverse the Directory to Create Directories on the Target System - SecurityTracker  aft
ZipArchive::extractTo bug 70350 - facebook/hhvm@65c95a0 - GitHub aft
oss-security - Re: Three CVE requests for PHP aft
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PHP :: Bug #67996 :: ZipArchive stores and extracts parent directories

USN-2952-2: PHP regression | Ubuntu

PHP 'php_zip.c' Directory Traversal Vulnerability

USN-2952-1: PHP vulnerabilities | Ubuntu

[security-announce] SUSE-SU-2016:1145-1: important: Security update for

PHP :: Sec Bug #70350 :: ZipArchive::extractTo allows for directory traversal when creating directories
[security-announce] SUSE-SU-2016:1166-1: important: Security update for

Red Hat Customer Portal

PHP: PHP 5 ChangelLog
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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