CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2014-9844

MITRE NVD CVE.ORG Print: PDF %5

CVE-2014-9844

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2017-03-20 16:59:00 UTC

2018-10-30 16:27:00 UTC

The ReadRLEImage function in coders/rle.c in ImageMagick 6.8.9.9 allows remote attackers to cause a denial of service (0
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 16.10 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 16.10 All All All
Imagemagick Imagemagick 6.8.8-9 All All All
Imagemagick Imagemagick 6.8.8-9 Al All All
Opensuse Opensuse 13.2 All All All
Opensuse Opensuse 13.2 All All All
Opensuse Project  Leap 421 All All All
Opensuse Project  Leap 421 All All All
Opensuse Project  Suse Linux Enterprise Debuginfo 11.0 sp4 All All
Opensuse Project  Suse Linux Enterprise Debuginfo 11.0 sp4 All All
Opensuse Project  Suse Linux Enterprise Desktop 12.0 sp All All
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Suse Linux Enterprise Desktop

Suse Linux Enterprise Server
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Suse Linux Enterprise Software Development Kit
Suse Linux Enterprise Software Development Kit
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References

Reference

[security-announce] openSUSE-SU-2016:1748-1: important: Security update
USN-3131-1: ImageMagick vulnerabilities | Ubuntu

[security-announce] SUSE-SU-2016:1782-1: important: Security update for
404 Not Found

[security-announce] openSUSE-SU-2016:1724-1: important: Security update
oss-security - Re: ImageMagick CVEs

[security-announce] openSUSE-SU-2016:1833-1: important: Security update
[security-announce] SUSE-SU-2016:1783-1: important: Security update for
[security-announce] SUSE-SU-2016:1784-1: important: Security update for
1343502 — (CVE-2014-9844) CVE-2014-9844 ImageMagick: out of bound issue in rle file
CVE Program record

NVD vulnerability detail

gl

Source

SUSE

UBUNTU

SUSE

CONFIRM

SUSE

MLIST

SUSE

SUSE

SUSE

CONFIRM

CVE.ORG
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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