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Buffer overflow in the ReadRLEImage function in coders/rle.c in ImageMagick 6.8.9.9 allows remote attackers to have unsg
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 16.10 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 16.10 All All All
Imagemagick Imagemagick 6.8.8-9 All All All
Imagemagick Imagemagick 6.8.8-9 Al All All
Opensuse Leap 42.2 All All All
Opensuse Leap 42.2 All All All
Opensuse Opensuse 13.2 All All All
Opensuse Opensuse 13.2 All All All
Opensuse Project  Leap 421 All All All
Opensuse Project  Leap 421 All All All
Opensuse Project  Suse Linux Enterprise Debuginfo 11.0 sp4 All All
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Suse Linux Enterprise Debuginfo
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Suse Linux Enterprise Software Development Kit
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References

Reference

[security-announce] openSUSE-SU-2016:3060-1: important: Security update
[security-announce] openSUSE-SU-2016:1748-1: important: Security update
USN-3131-1: ImageMagick vulnerabilities | Ubuntu

1343504 — (CVE-2014-9846) CVE-2014-9846 ImageMagick: overflow in rle file
[security-announce] SUSE-SU-2016:1782-1: important: Security update for
[security-announce] openSUSE-SU-2016:1724-1: important: Security update
oss-security - Re: ImageMagick CVEs

404 Not Found

[security-announce] openSUSE-SU-2016:2073-1: important: Security update
[security-announce] openSUSE-SU-2016:1833-1: important: Security update
[security-announce] SUSE-SU-2016:1783-1: important: Security update for
[security-announce] SUSE-SU-2016:1784-1: important: Security update for
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nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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