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CVE CVE-2014-9852
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

/
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Published 2017-03-17 14:59:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description distribute-cache.c in ImageMagick re-uses objects after they have been destroyed, which allows remote attackers to have L

Risk And Classification

Primary CVSS: v3.1 9.8 CRITICAL from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-913 | n/a

Version Source Type Score Severity
3.1 nvd@nist.gov Primary 9.8 CRITICAL
2.0 nvd@nist.gov Primary 7.5

Vector

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

AV:N/AC:L/Au:N/C:P/I:P/A:P
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https://cve.report/
https://cve.report/CVE-2014-9852/mitre
https://cve.report/CVE-2014-9852/nist
https://cve.report/CVE-2014-9852/cve_org
https://cve.report/api/cve/CVE-2014-9852.json
https://cve.report/CVE-2014-9852.pdf

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Imagemagick Imagemagick All All All All
Operating System Opensuse Leap 421 All All All
Operating System Opensuse Opensuse 13.2 All All All
Operating System Suse Linux Enterprise Desktop 12 spil All All
Operating System Suse Linux Enterprise Server 12 sp1 All All
Operating System Suse Linux Enterprise Software Development Kit 12 sp1 All All
Operating System Suse Linux Enterprise Workstation Extension 12 sp1 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

oss-security - Re: ImageMagick CVEs af854a3a-2127-422b-91a
[security-announce] openSUSE-SU-2016:1748-1: important: Security update af854a3a-2127-422b-91a
404 Not Found af854a3a-2127-422b-91a
[security-announce] SUSE-SU-2016:1784-1: important: Security update for af854a3a-2127-422b-91a



http://cve.report/vendor/imagemagick
http://cve.report/software/imagemagick/imagemagick
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_software_development_kit
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_workstation_extension
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.openwall.com/lists/oss-security/2016/06/02/13
http://lists.opensuse.org/opensuse-security-announce/2016-07/msg00002.html
https://anonscm.debian.org/cgit/collab-maint/imagemagick.git/commit/?h=debian-patches/6.8.9.9-4-for-upstream&id=37ec7d53dcb99fbd1f5c33442594d5e279630563
http://lists.opensuse.org/opensuse-security-announce/2016-07/msg00011.html

[security-announce] openSUSE-SU-2016:1833-1: important: Security update af854a3a-2127-422b-91a

1343512 — (CVE-2014-9852) CVE-2014-9852 ImageMagick: incorrect usage of object after it has been destroyed af854a3a-2127-422b-91a

CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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