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Certain versions of Mac Os X from Apple contain the following
vulnerability:

Integer signedness error in bspatch.c in bspatch in bsdiff, as used in
Apple OS X before 10.11.6 and other products, allows remote
attackers to execute arbitrary code or cause a denial of service (heap-
based buffer overflow) via a crafted patch file.

CVSS3 Score: 7.8 - HIGH
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CVE References

Description Tags Link

About the security content of OS X El Capitan
v10.11.6 and Security Update 2016-004 - Apple
Support

Vendor Advisory

support.apple.com

text/html

 CONFIRM support.apple.com/HT206903

USN-4500-1: bsdiff vulnerabilities | Ubuntu usn.ubuntu.com  UBUNTU USN-4500-1

CVE-2014-9862 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as HIGH  severity.
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https://cve.report/
https://cve.report/CVE-2014-9862/mitre
https://cve.report/CVE-2014-9862/nist
https://cve.report/CVE-2014-9862/cve_org
https://cve.report/CVE-2014-9862.pdf
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://support.apple.com/HT206903
https://usn.ubuntu.com/4500-1/


security notices | Ubuntu text/html

oss-security - X41 D-Sec GmbH Security
Advisory X41-2020-006: Memory Corruption
Vulnerability in bspatch

www.openwall.com

text/html

 MLIST [oss-security] 20200709 X41 D-Sec GmbH Security Advisory X41-2020-006: Memory Corruption
Vulnerability in bspatch

d0307d1711bd74e51b783a49f9160775aa22e659
- chromiumos/third_party/bsdiff - Git at Google

Issue Tracking

chromium.googlesource.com

text/html

 CONFIRM
chromium.googlesource.com/chromiumos/third_party/bsdiff/+/d0307d1711bd74e51b783a49f9160775aa22e659

[SECURITY] [DLA 2010-1] bsdiff security update lists.debian.org

text/html

 MLIST [debian-lts-announce] 20191126 [SECURITY] [DLA 2010-1] bsdiff security update

Apple Mac OS X APPLE-SA-2016-07-18-1
Multiple Security Vulnerabilities

cve.report (archive)

text/html

 BID 91824

APPLE-SA-2016-07-18-1 OS X El Capitan
v10.11.6 and Security Update 2016-004

Mailing List

Vendor Advisory

lists.apple.com

text/html

 APPLE APPLE-SA-2016-07-18-1

372525 - chromium - An open-source project to
help move the web forward. - Monorail

Issue Tracking

bugs.chromium.org

text/html

 CONFIRM bugs.chromium.org/p/chromium/issues/detail?id=372525

Binary diff: Heap-based buffer overflow (GLSA
202003-44) — Gentoo security

security.gentoo.org

text/html

 GENTOO GLSA-202003-44

security.FreeBSD.org

text/plain

 FREEBSD FreeBSD-SA-16:25

4d054795b673855e3a7556c6f2f7ab99ca509998
- platform/external/bsdiff - Git at Google

Issue Tracking

android.googlesource.com

text/html

 CONFIRM
android.googlesource.com/platform/external/bsdiff/+/4d054795b673855e3a7556c6f2f7ab99ca509998

openSUSE-SU-2016:1977-1: moderate: Security
update for bsdiff

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2016:1977

Full Disclosure: X41 D-Sec GmbH Security
Advisory X41-2020-006: Memory Corruption
Vulnerability in bspatch

seclists.org

text/html

 FULLDISC 20200709 X41 D-Sec GmbH Security Advisory X41-2020-006: Memory Corruption Vulnerability
in bspatch

FreeBSD bsdiff Heap Overflow in Processing
Patch Files Lets Remote Users Execute Arbitrary
Code - SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1036438

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

752550 SUSE Enterprise Linux Security Update for libostree (SUSE-SU-2022:3094-1)

752634 SUSE Enterprise Linux Security Update for libostree (SUSE-SU-2022:3456-1)

752636 SUSE Enterprise Linux Security Update for libostree (SUSE-SU-2022:3455-1)

752690 SUSE Enterprise Linux Security Update for libostree (SUSE-SU-2022:3671-1)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

http://www.openwall.com/lists/oss-security/2020/07/09/2
https://chromium.googlesource.com/chromiumos/third_party/bsdiff/+/d0307d1711bd74e51b783a49f9160775aa22e659
https://lists.debian.org/debian-lts-announce/2019/11/msg00028.html
http://cve.report/bid/91824
http://lists.apple.com/archives/security-announce/2016/Jul/msg00000.html
https://bugs.chromium.org/p/chromium/issues/detail?id=372525
https://security.gentoo.org/glsa/202003-44
https://cve.report/CVE-2014-9862/7db15edd
https://android.googlesource.com/platform/external/bsdiff/+/4d054795b673855e3a7556c6f2f7ab99ca509998
http://lists.opensuse.org/opensuse-updates/2016-08/msg00026.html
http://seclists.org/fulldisclosure/2020/Jul/8
http://www.securitytracker.com/id/1036438
mailto:%20comment@cve.report
http://cve.report/qid/752550
http://cve.report/qid/752634
http://cve.report/qid/752636
http://cve.report/qid/752690


← Previous ID Next ID→

Type Vendor Product Version Update Edition Language

Operating
System

Apple Mac Os X All All All All

No vendor comments have been submitted for this CVE
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