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Description

CVE-2014-9905

NVD CVE.ORG

CVE Program / NVD first with legacy fallback

JSON API

Print: PDF 1)

Multiple cross-site scripting (XSS) vulnerabilities in the Web Calendar in SOGo before 2.2.0 allow remote attackers to inject

Risk And Classification

Primary CVSS: v3.1 6.1 MEDIUM from nvd@nist.gov

Problem Types: CWE-79 | n/a

Version Source Type
3.1 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

Score Severity
6.1 MEDIUM
4.3

Vector

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/l:L/A:N

AV:N/AC:M/Au:N/C:N/I:P/A:N
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https://cve.report/
https://cve.report/CVE-2014-9905/mitre
https://cve.report/CVE-2014-9905/nist
https://cve.report/CVE-2014-9905/cve_org
https://cve.report/api/cve/CVE-2014-9905.json
https://cve.report/CVE-2014-9905.pdf

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
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CVSS v2.0 Breakdown
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AV:N/AC:M/Au:N/C:N/I:P/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Alinto Sogo All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Linl
0002598: Script injection in calendar title - SOGo | BTS af854a3a-2127-422b-91ae-364da2661108 sog

oss-security - Re: CVE request: several SOGo issues (DOS, XSS, information leakage) af854a3a-2127-422b-91ae-364da2661108  ww\

Escape HTML in CSS dialogs - inverse-inc/sogo@c94595¢ - GitHub af854a3a-2127-422b-91ae-364da2661108  gith
Escape HTML in JSON of contacts module - inverse-inc/sogo@80a0940 - GitHub af854a3a-2127-422b-91ae-364da2661108  gith
Escape HTML in JSON of calendar module - inverse-inc/sogo@1a7fc2a - GitHub af854a3a-2127-422b-91ae-364da2661108  gith

Decode HTML entities in JSON of calendar module - inverse-inc/sogo@3a5e44e - GitHub  af854a3a-2127-422b-91ae-364da2661108 gith
CVE Program record CVE.ORG WW\

NVD vulnerability detail NVD nvd

/ |

No vendor comments have heen siihmitted for this CVF


http://cve.report/vendor/alinto
http://cve.report/software/alinto/sogo
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://sogo.nu/bugs/view.php?id=2598
http://www.openwall.com/lists/oss-security/2016/07/09/3
https://github.com/inverse-inc/sogo/commit/c94595ea7f0f843c2d7abf25df039b2bbe707625
https://github.com/inverse-inc/sogo/commit/80a09407652ec04e8c9fb6cb48e1029e69a15765
https://github.com/inverse-inc/sogo/commit/1a7fc2a0e90a19dfb1fce292ae5ff53aa513ade9
https://github.com/inverse-inc/sogo/commit/3a5e44e7eb8b390b67a8f8a83030b49606956501
https://www.cve.org/CVERecord?id=CVE-2014-9905
https://nvd.nist.gov/vuln/detail/CVE-2014-9905

There are currently no legacy QID mappings associated with this CVE.
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