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CVE CVE-2014-9913
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Print: PDF %5

Risk And Classification

Published 2017-01-18 17:59:00 UTC
Updated 2019-12-16 20:24:00 UTC
Description Buffer overflow in the list_files function in list.c in Info-Zip UnZip 6.0 allows remote attackers to cause a denial of service (cr

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Unzip Project Unzip 6.0
Application Unzip Project Unzip 6.0

Update Edition
All All
All All

Language
All

All

References

Reference

oss-security - unzip -l crasher

Info-ZIP UnZip CVE-2014-9913 Buffer Overflow Vulnerability

oss-security - Re: CVE Request: Info-Zip zipinfo buffer overflow
oss-security - CVE Request: Info-Zip zipinfo buffer overflow

oss-security - CVE Request: Info-Zip zipinfo buffer overflow

Bug #1643750 “Buffer Overflow in ZipInfo” : Bugs : unzip package : Ubuntu
CVE Program record

NVD vulnerability detail

/

Source

MLIST

BID

MLIST

MLIST

MLIST

CONFIRM

CVE.ORG

NVD

Link
www.openwall.com
www.securityfocus.com
www.openwall.com
www.openwall.com
www.openwall.com
bugs.launchpad.net
WWw.Cve.org

nvd.nist.gov

Tags

Mailing List, Third Party .
Third Party Advisory, VD
Mailing List, Third Party .
Mailing List, Third Party .
Mailing List, Third Party .
Issue Tracking, Third Pa
canonical

canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2014-9913/mitre
https://cve.report/CVE-2014-9913/nist
https://cve.report/CVE-2014-9913/cve_org
https://cve.report/CVE-2014-9913.pdf
http://cve.report/vendor/unzip_project
http://cve.report/software/unzip_project/unzip
http://cve.report/vendor/unzip_project
http://cve.report/software/unzip_project/unzip
http://www.openwall.com/lists/oss-security/2014/11/03/5
http://www.securityfocus.com/bid/95081
http://www.openwall.com/lists/oss-security/2016/12/05/20
http://www.openwall.com/lists/oss-security/2016/12/05/19
http://www.openwall.com/lists/oss-security/2016/12/05/13
https://bugs.launchpad.net/ubuntu/+source/unzip/+bug/1643750
https://www.cve.org/CVERecord?id=CVE-2014-9913
https://nvd.nist.gov/vuln/detail/CVE-2014-9913

500710 Alpine Linux Security Update for unzip

504483 Alpine Linux Security Update for unzip

900181 CBL-Mariner Linux Security Update for unzip 6.0

900906 Common Base Linux Mariner (CBL-Mariner) Security Update for unzip (6937-1)

903540 Common Base Linux Mariner (CBL-Mariner) Security Update for unzip (1808)
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