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State

Assigner
Source Priority
Published
Updated

Description

CVE-2014-9970

PUBLISHED

mitre

CVE Program / NVD first with legacy fallback

2017-05-21 18:29:00 UTC

2025-04-20 01:37:25 UTC

jasypt before 1.9.2 allows a timing attack against the password hash comparison.

Risk And Classification

Version Source
3.0 nvd@nist.gov
2.0 nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

Problem Types: CWE-200 | n/a

Type Score Severity
Primary 7.5 HIGH
Primary 5

Primary CVSS: v3.0 7.5 HIGH from nvd@nist.gov

Vector

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS v3.0 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required

Jser Interaction

3cope

Unchanged

Sonfidentiality

ntegrity

\vailability


https://cve.report/
https://cve.report/CVE-2014-9970/mitre
https://cve.report/CVE-2014-9970/nist
https://cve.report/CVE-2014-9970/cve_org
https://cve.report/api/cve/CVE-2014-9970.json
https://cve.report/CVE-2014-9970.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

J B

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:N/A:N

/ [

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jasypt Project Jasypt All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Red Hat Customer Portal

Red Hat JBoss Data Grid Deserialization Flaw in Infinispan Lets Remote Authenticated Users Execute Arbitrary Code on the Target System -
jasypt: java simplified encryption / Code / Commit [r668]

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Enterprise Virtualization Multiple Flaws Let Remote Users Execute Arbitrary Code and Local Users Determine Passwords and Gain E
Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal



http://cve.report/vendor/jasypt_project
http://cve.report/software/jasypt_project/jasypt
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://access.redhat.com/errata/RHSA-2017:2809
http://www.securitytracker.com/id/1040360
https://sourceforge.net/p/jasypt/code/668/
https://access.redhat.com/errata/RHSA-2017:2810
https://access.redhat.com/errata/RHSA-2017:2546
https://access.redhat.com/errata/RHSA-2018:0294
http://www.securitytracker.com/id/1039744
https://access.redhat.com/errata/RHSA-2017:2811
https://access.redhat.com/errata/RHSA-2017:2547
https://access.redhat.com/errata/RHSA-2017:3141

Red Hat Customer Portal
CVE Program record
NVD vulnerability detail

1]

kil | [ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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