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CVE CVE-2014-9984
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-12 13:29:00 UTC
Updated 2023-11-07 02:23:00 UTC
Description nscd in the GNU C Library (aka glibc or libc6) before version 2.20 does not correctly compute the size of an internal buffer \
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gnu Glibc All All All All

Reference Source
Full Disclosure: SEC Consult SA-20190612-0 :: Multiple vulnerabilities in WAGO 852 Industrial Managed Switch Series FULLDISC
Malformed Request BID
Bugtrag: SEC Consult SA-20190612-0 :: Multiple vulnerabilities in WAGO 852 Industrial Managed Switch Series BUGTRAQ
Full Disclosure: SEC Consult SA-20190904-0 :: Multiple vulnerabilities in Cisco router series RV34X, RV26X and RV16X FULLDISC

sourceware.org Git - glibc.git/commit

Cisco Device Hardcoded Credentials / GNU glibc / BusyBox = Packet Storm MISC
Bugtraq: SEC Consult SA-20190904-0 :: Multiple vulnerabilities in Cisco router series RV34X, RV26X and RV16X BUGTRAQ
sourceware.org Git - glibc.git/commit CONFIRM

16695 — (CVE-2014-9984) nscd aborts with "*** glibc detected *** /usr/sbin/nscd: realloc(): invalid next size" (CVE-2014-9984) CONFIRM

WAGO 852 Industrial Managed Switch Series Code Execution / Hardcoded Credentials ~ Packet Storm MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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https://cve.report/
https://cve.report/CVE-2014-9984/mitre
https://cve.report/CVE-2014-9984/nist
https://cve.report/CVE-2014-9984/cve_org
https://cve.report/api/cve/CVE-2014-9984.json
https://cve.report/CVE-2014-9984.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/glibc
http://seclists.org/fulldisclosure/2019/Jun/18
http://www.securityfocus.com/bid/99071
https://seclists.org/bugtraq/2019/Jun/14
http://seclists.org/fulldisclosure/2019/Sep/7
https://sourceware.org/git/gitweb.cgi?p=glibc.git%253Ba=commit%253Bh=c44496df2f090a56d3bf75df930592dac6bba46f
http://packetstormsecurity.com/files/154361/Cisco-Device-Hardcoded-Credentials-GNU-glibc-BusyBox.html
https://seclists.org/bugtraq/2019/Sep/7
https://sourceware.org/git/gitweb.cgi?p=glibc.git;a=commit;h=c44496df2f090a56d3bf75df930592dac6bba46f
https://sourceware.org/bugzilla/show_bug.cgi?id=16695
http://packetstormsecurity.com/files/153278/WAGO-852-Industrial-Managed-Switch-Series-Code-Execution-Hardcoded-Credentials.html
https://www.cve.org/CVERecord?id=CVE-2014-9984
https://nvd.nist.gov/vuln/detail/CVE-2014-9984

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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