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CVE CVE-2015-0010
State PUBLIC
Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-11 03:00:00 UTC
Updated 2019-05-15 17:04:00 UTC
Description The CryptProtectMemory function in cng.sys (aka the Cryptography Next Generation driver) in the kernel-mode drivers in M

/ ]
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Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows 7 - spil All All
Operating System Microsoft Windows 7 - sp1 All All
Operating System Microsoft Windows 8 - All All All
Operating System Microsoft Windows 8 - All All All
Operating System Microsoft Windows 8.1 - All All All
Operating System Microsoft Windows 8.1 - All All All
Operating System Microsoft Windows Rt - All All All
Operating System Microsoft Windows Rt - All All All
Operating System Microsoft Windows Rt 8.1 - All All All
Operating System Microsoft Windows Rt 8.1 - All All All
Operating System Microsoft Windows Server 2003 - sp2 All All
Operating System Microsoft Windows Server 2003 - sp2 All All
Operating System Microsoft Windows Server 2008 - sp2 All All
Operating System Microsoft Windows Server 2008 r2 sp1l All All
Operating System Microsoft Windows Server 2008 r2 sp1 All All
Operating System Microsoft Windows Server 2008 - sp2 All All
Operating System Microsoft Windows Server 2008 r2 spi All All
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Operating System Microsoft Windows Server 2008 r2 spil All All
Operating System Microsoft Windows Server 2012 - All All All
Operating System Microsoft Windows Server 2012 r2 All All All
Operating System Microsoft Windows Server 2012 - All All All
Operating System Microsoft Windows Server 2012 r2 All All All
Operating System Microsoft Windows Vista - sp2 All All
Operating System Microsoft Windows Vista - sp2 All All
Reference

Microsoft Windows Kernel 'cng.sys' CVE-2015-0010 Security Bypass Vulnerability

Issue 128 - google-security-research - Windows: Impersonation Check Bypass With CryptProtectMemory and CRYPTPROTECTMEMORY_S.
Microsoft Security Bulletin MS15-010 - Critical | Microsoft Docs

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

356244 Amazon Linux Security Advisory for python38 : ALASPYTHONS.8-2023-009
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