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CVE CVE-2015-0014
State PUBLIC
Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-13 22:59:00 UTC
Updated 2019-02-26 14:04:00 UTC
Description Buffer overflow in the Telnet service in Microsoft Windows Server 2003 SP2, Windows Vista SP2, Windows Server 2008 St

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows 7 - spil All All
Operating System Microsoft Windows 7 - sp1 All All
Operating System Microsoft Windows 8 - All All All
Operating System Microsoft Windows 8 - All All All
Operating System Microsoft Windows 8.1 - All All All
Operating System Microsoft Windows 8.1 - All All All
Operating System Microsoft Windows Server 2003 All sp2 All All
Operating System Microsoft Windows Server 2003 All sp2 All All
Operating System Microsoft Windows Server 2008 - sp2 All All
Operating System Microsoft Windows Server 2008 r2 sp1 All All
Operating System Microsoft Windows Server 2008 - sp2 All All
Operating System Microsoft Windows Server 2008 r2 sp1 All All
Operating System Microsoft Windows Server 2012 - gold All All
Operating System Microsoft Windows Server 2012 r2 All All All
Operating System Microsoft Windows Server 2012 - gold All All
Operating System Microsoft Windows Server 2012 r2 All All All
Operating System Microsoft Windows Vista - sp2 All All
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Operating System Microsoft Windows Vista - sp2 All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xf
Microsoft Security Bulletin MS15-002 - Critical | Microsoft Docs MS docs.micros¢
IBM X-Force Exchange XF exchange.xf

Microsoft Windows Telnet Server Buffer Overflow Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securit)

Microsoft Windows CVE-2015-0014 Telnet Service Buffer Overflow Vulnerability BID www.security
Security Advisory SA61580 - Microsoft Windows Telnet Service Buffer Overflow Vulnerability - Secunia SECUNIA secunia.com
CVE Program record CVE.ORG WWW.CVe.Org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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