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CVE CVE-2015-0063
State PUBLIC
Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2015-02-11 03:01:00 UTC
Updated 2023-10-03 15:36:00 UTC

Description Microsoft Excel 2007 SP3; the proofing tools in Office 2010 SP2; Excel 2010 SP2; Excel 2013 Gold, SP1, and RT; Excel Vi
i)

/ |

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft Excel 2007 sp3 All All
Application Microsoft Excel 2010 sp2 All All
Application Microsoft Excel 2010 sp2 All All
Application Microsoft Excel 2013 All All All
Application Microsoft Excel 2013 sp3 All All
Application Microsoft Excel 2007 sp3 All All
Application Microsoft Excel 2010 sp2 All All
Application Microsoft Excel 2010 sp2 All All
Application Microsoft Excel 2013 All All All
Application Microsoft Excel 2013 sp3 All All
Application Microsoft Excel 2013 Rt - All All All
Application Microsoft Excel 2013 Rt - All All All
Application Microsoft Excel Viewer All All All All
Application Microsoft Excel Viewer All All All All
Application Microsoft Office 2010 sp2 x64 All
Application Microsoft Office 2010 sp2 x86 All
Application Microsoft Office 2010 sp2 x64 All
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Application Microsoft Office 2010 sp2 x86

Application Microsoft Office Compatibility Pack All sp3 All

Application Microsoft Office Compatibility Pack All sp3 All

All

All

All

References
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Microsoft Office Object Handling Errors in Excel and Word Let Remote Users Execute Arbitrary Code - Security Tracker
IBM X-Force Exchange

Microsoft Security Bulletin MS15-012 - Important | Microsoft Docs

Microsoft Excel CVE-2015-0063 Memory Corruption Vulnerability

Security Advisory SA62808 - Microsoft Office Multiple Vulnerabilities - Secunia
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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