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CVE CVE-2015-0108
State PUBLISHED
Assigner ibm

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-18 02:59:00 UTC
Updated 2026-05-06 22:30:45 UTC
Description Cross-site scripting (XSS) vulnerability in IBM Maximo Asset Management 7.1 through 7.1.1.8, and Maximo Asset Managet

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-79 | n/a

CVSS v2.0 Breakdown
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AV:N/AC:M/Au:N/C:N/I:P/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Change And Configuration Management Database 71 All All All


https://cve.report/
https://cve.report/CVE-2015-0108/mitre
https://cve.report/CVE-2015-0108/nist
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https://cve.report/api/cve/CVE-2015-0108.json
https://cve.report/CVE-2015-0108.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/change_and_configuration_management_database

Application Ibm Change And Configuration Management Database 7.2 All All All
Application Ibm Maximo Asset Management 71 All All All
Application Ibm Maximo Asset Management 711 All All All
Application Ibm Maximo Asset Management 71141 All All All
Application Ibm Maximo Asset Management 7412 All All All
Application Ibm Maximo Asset Management 7115 All All All
Application Ibm Maximo Asset Management 71.1.6 All All All
Application Ibm Maximo Asset Management 7417 All All All
Application Ibm Maximo Asset Management 7118 All All All
Application Ibm Maximo Asset Management Essentials 71 All All All
Application lbom Maximo For Government 71 All All All
Application Ibm Maximo For Life Sciences 7.1 All All All
Application Ibm Maximo For Nuclear Power 71 All All All
Application Ibm Maximo For Oil And Gas 7.1 All All All
Application lbm Maximo For Transportation 71 All All All
Application Ibm Maximo For Utilities 71 All All All
Application Ibm Tivoli Asset Management For It 71 All All All
Application Ibm Tivoli Asset Management For It 7.2 All All All
Application lbm Tivoli Service Request Manager 71 All All All
Application Ibm Tivoli Service Request Manager 7.2 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Security Bulletin: Security Bulletin: Cross-Site Scripting (XSS) and Remote Code Execution Vulnerabilities Affecting Asset and Service Manag
IBM X-Force Exchange
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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