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Summary

CVE CVE-2015-0201

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-10 14:59:00 UTC

Updated 2022-04-11 17:18:00 UTC

Description The Java SockJS client in Pivotal Spring Framework 4.1.x before 4.1.5 generates predictable session ids, which allows remote attackers to send messages to other sessions via unspecified vectors.

Risk And Classification

Problem Types: CWE-254

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pivotal Software Spring Framework 4.1.0 All All All

Application Pivotal Software Spring Framework 4.1.1 All All All

Application Pivotal Software Spring Framework 4.1.2 All All All

Application Pivotal Software Spring Framework 4.1.3 All All All

Application Pivotal Software Spring Framework 4.1.4 All All All

Application Pivotal Software Spring Framework 4.1.0 All All All

Application Pivotal Software Spring Framework 4.1.1 All All All

Application Pivotal Software Spring Framework 4.1.2 All All All

Application Pivotal Software Spring Framework 4.1.3 All All All

Application Pivotal Software Spring Framework 4.1.4 All All All

Application Vmware Spring Framework 4.1.1 All All All

Application Vmware Spring Framework 4.1.2 All All All

Application Vmware Spring Framework 4.1.3 All All All

Application Vmware Spring Framework 4.1.4 All All All

References

Reference Source Link Tags

https://cve.report/
https://cve.report/CVE-2015-0201/mitre
https://cve.report/CVE-2015-0201/nist
https://cve.report/CVE-2015-0201/cve_org
https://cve.report/api/cve/CVE-2015-0201.json
https://cve.report/CVE-2015-0201.pdf
http://cve.report/vendor/pivotal_software
http://cve.report/software/pivotal_software/spring_framework
http://cve.report/vendor/pivotal_software
http://cve.report/software/pivotal_software/spring_framework
http://cve.report/vendor/pivotal_software
http://cve.report/software/pivotal_software/spring_framework
http://cve.report/vendor/pivotal_software
http://cve.report/software/pivotal_software/spring_framework
http://cve.report/vendor/pivotal_software
http://cve.report/software/pivotal_software/spring_framework
http://cve.report/vendor/pivotal_software
http://cve.report/software/pivotal_software/spring_framework
http://cve.report/vendor/pivotal_software
http://cve.report/software/pivotal_software/spring_framework
http://cve.report/vendor/pivotal_software
http://cve.report/software/pivotal_software/spring_framework
http://cve.report/vendor/pivotal_software
http://cve.report/software/pivotal_software/spring_framework
http://cve.report/vendor/pivotal_software
http://cve.report/software/pivotal_software/spring_framework
http://cve.report/vendor/vmware
http://cve.report/software/vmware/spring_framework
http://cve.report/vendor/vmware
http://cve.report/software/vmware/spring_framework
http://cve.report/vendor/vmware
http://cve.report/software/vmware/spring_framework
http://cve.report/vendor/vmware
http://cve.report/software/vmware/spring_framework


CVE-2015-0201 Insufficiently random session id in Java SockJS client | Security | Pivotal CONFIRM pivotal.io Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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