
CVE-2015-0204
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2015-0204

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-09 02:59:00 UTC

Updated 2018-07-19 01:29:00 UTC

Description The ssl3_get_key_exchange function in s3_clnt.c in OpenSSL before 0.9.8zd, 1.0.0 before 1.0.0p, and 1.0.1 before 1.0.1k allows remote SSL servers to conduct RSA-to-EXPORT_RSA downgrade attacks and facilitate brute-force decryption by offering a weak ephemeral RSA key in a noncompliant role, related to the "FREAK" issue. 

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openssl Openssl 1.0.0a All All All

Application Openssl Openssl 1.0.0b All All All

Application Openssl Openssl 1.0.0c All All All

Application Openssl Openssl 1.0.0d All All All

Application Openssl Openssl 1.0.0e All All All

Application Openssl Openssl 1.0.0f All All All

Application Openssl Openssl 1.0.0g All All All

Application Openssl Openssl 1.0.0h All All All

Application Openssl Openssl 1.0.0i All All All

Application Openssl Openssl 1.0.0j All All All

Application Openssl Openssl 1.0.0k All All All

Application Openssl Openssl 1.0.0l All All All

Application Openssl Openssl 1.0.0m All All All

Application Openssl Openssl 1.0.0n All All All

Application Openssl Openssl 1.0.0o All All All

Application Openssl Openssl 1.0.1a All All All

Application Openssl Openssl 1.0.1b All All All
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Application Openssl Openssl 1.0.1b All All All

Application Openssl Openssl 1.0.1c All All All

Application Openssl Openssl 1.0.1d All All All

Application Openssl Openssl 1.0.1e All All All

Application Openssl Openssl 1.0.1f All All All

Application Openssl Openssl 1.0.1g All All All

Application Openssl Openssl 1.0.1h All All All

Application Openssl Openssl 1.0.1i All All All

Application Openssl Openssl 1.0.1j All All All

Application Openssl Openssl All All All All

Application Openssl Openssl 1.0.0a All All All

Application Openssl Openssl 1.0.0b All All All

Application Openssl Openssl 1.0.0c All All All

Application Openssl Openssl 1.0.0d All All All

Application Openssl Openssl 1.0.0e All All All

Application Openssl Openssl 1.0.0f All All All

Application Openssl Openssl 1.0.0g All All All

Application Openssl Openssl 1.0.0h All All All

Application Openssl Openssl 1.0.0i All All All

Application Openssl Openssl 1.0.0j All All All

Application Openssl Openssl 1.0.0k All All All

Application Openssl Openssl 1.0.0l All All All

Application Openssl Openssl 1.0.0m All All All

Application Openssl Openssl 1.0.0n All All All

Application Openssl Openssl 1.0.0o All All All

Application Openssl Openssl 1.0.1a All All All

Application Openssl Openssl 1.0.1b All All All

Application Openssl Openssl 1.0.1c All All All

Application Openssl Openssl 1.0.1d All All All

Application Openssl Openssl 1.0.1e All All All

Application Openssl Openssl 1.0.1f All All All

Application Openssl Openssl 1.0.1g All All All

Application Openssl Openssl 1.0.1h All All All

Application Openssl Openssl 1.0.1i All All All

Application Openssl Openssl 1.0.1j All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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0011)
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