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Summary

CVE CVE-2015-0211

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-01 19:59:00 UTC

Updated 2020-12-01 14:54:00 UTC

Description mod/lti/ajax.php in Moodle through 2.5.9, 2.6.x before 2.6.7, 2.7.x before 2.7.4, and 2.8.x before 2.8.2 does not consider the moodle/course:manageactivities and mod/lti:addinstance capabilities before proceeding with registered-tool list searches, which allows remote authenticated users to obtain sensitive information via requests to the LTI Ajax service.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Moodle Moodle 2.5.0 All All All

Application Moodle Moodle 2.5.1 All All All

Application Moodle Moodle 2.5.2 All All All

Application Moodle Moodle 2.5.3 All All All

Application Moodle Moodle 2.5.4 All All All

Application Moodle Moodle 2.5.5 All All All

Application Moodle Moodle 2.5.6 All All All

Application Moodle Moodle 2.5.7 All All All

Application Moodle Moodle 2.5.8 All All All

Application Moodle Moodle 2.6.0 All All All

Application Moodle Moodle 2.6.1 All All All

Application Moodle Moodle 2.6.2 All All All

Application Moodle Moodle 2.6.3 All All All

Application Moodle Moodle 2.6.4 All All All

Application Moodle Moodle 2.6.5 All All All

Application Moodle Moodle 2.6.6 All All All

Application Moodle Moodle 2.7.0 All All All
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Application Moodle Moodle 2.7.0 All All All

Application Moodle Moodle 2.7.1 All All All

Application Moodle Moodle 2.7.2 All All All

Application Moodle Moodle 2.7.3 All All All

Application Moodle Moodle 2.8.0 All All All

Application Moodle Moodle 2.5.0 All All All

Application Moodle Moodle 2.5.1 All All All

Application Moodle Moodle 2.5.2 All All All

Application Moodle Moodle 2.5.3 All All All

Application Moodle Moodle 2.5.4 All All All

Application Moodle Moodle 2.5.5 All All All

Application Moodle Moodle 2.5.6 All All All

Application Moodle Moodle 2.5.7 All All All

Application Moodle Moodle 2.5.8 All All All

Application Moodle Moodle 2.6.0 All All All

Application Moodle Moodle 2.6.1 All All All

Application Moodle Moodle 2.6.2 All All All

Application Moodle Moodle 2.6.3 All All All

Application Moodle Moodle 2.6.4 All All All

Application Moodle Moodle 2.6.5 All All All

Application Moodle Moodle 2.6.6 All All All

Application Moodle Moodle 2.7.0 All All All

Application Moodle Moodle 2.7.1 All All All

Application Moodle Moodle 2.7.2 All All All

Application Moodle Moodle 2.7.3 All All All

Application Moodle Moodle 2.8.0 All All All

Application Moodle Moodle All All All All

References

Reference Source Link Tags

Moodle.org: MSA-15-0001: Insufficient access check in LTI module CONFIRM moodle.org Vendor Advisory

Official Moodle git projects - moodle.git/search CONFIRM git.moodle.org

oss-security - Moodle security issues are now public MLIST openwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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