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Django before 1.4.18, 1.6.x before 1.6.10, and 1.7.x before 1.7.3 allows remote attackers to spoof WSGI headers by using

| 1|

Risk And Classification

Problem Types: CWE-17

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Djangoproject Django 1.6 All All All
Djangoproject Django 1.6.1 All All All
Djangoproject Django 1.6.2 All All All
Djangoproject Django 1.6.3 All All All
Djangoproject Django 1.6.4 All All All
Djangoproject Django 1.6.5 All All All
Djangoproject Django 1.6.6 All All All
Djangoproject Django 1.6.7 All All All
Djangoproject Django 1.6.8 All All All
Djangoproject Django 1.6.9 All All All
Djangoproject Django 1.7 All All All
Djangoproject Django 1.71 All All All
Djangoproject Django 1.7.2 All All All
Djangoproject Django 1.6 All All All
Djangoproject Django 1.6.1 All All All
Djangoproject Django 1.6.2 All All All
Diangoproject Diango 1.6.3 All All All
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Application Djangoproject Django 1.6.4 All All All

Application Djangoproject Django 1.6.5 All All All

Application Djangoproject Django 1.6.6 All All All

Application Djangoproject Django 1.6.7 All All All

Application Djangoproject Django 1.6.8 All All All

Application Djangoproject Django 1.6.9 All All All

Application Djangoproject Django 1.7 All All All

Application Djangoproject Django 1.7.1 All All All

Application Djangoproject Django 1.7.2 All All All

Application Djangoproject Django All All All All

Reference Source Lin
Security Advisory SA62309 - Django Cross-Site Scripting and Denial of Service Vulnerabilities - Secunia SECUNIA sec
[SECURITY] Fedora 21 Update: python-django-1.6.10-1.fc21 FEDORA list:
Security Advisory SA62718 - Debian update for python-django - Secunia SECUNIA sec
[SECURITY] Fedora 20 Update: python-django-1.6.10-1.fc20 FEDORA list:
[SECURITY] Fedora 20 Update: python-django14-1.4.18-1.fc20 FEDORA list
Support / Security / Advisories / / MDVSA-2015:109 | Mandriva MANDRIVA  ww
USN-2469-1: Django vulnerabilities | Ubuntu UBUNTU ww
Security Advisory SA62285 - Ubuntu update for django - Secunia SECUNIA sec
openSUSE-SU-2015:1598-1: moderate: Security update for python-django SUSE list
openSUSE-SU-2015:0643-1: moderate: Security update for python-Django SUSE list
Mageia Advisory: MGASA-2015-0026 - Updated python-django and python-django14 packages fix security vulnerabiliies CONFIRM  ad\
Security releases issued | Weblog | Django CONFIRM  ww
Support / Security / Advisories / / MDVSA-2015:036 | Mandriva MANDRIVA  ww
CVE Program record CVE.ORG  ww
NVD vulnerability detail NVD nvc
a |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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