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CVE CVE-2015-0225
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2015-04-03 14:59:00 UTC
Updated 2023-11-07 02:23:00 UTC

Description The default configuration in Apache Cassandra 1.2.0 through 1.2.19, 2.0.0 through 2.0.13, and 2.1.0 through 2.1.3 binds ar
i

/ |

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Cassandra 1.2.0 All All All
Application Apache Cassandra 1.2.1 All All All
Application Apache Cassandra 1.2.10 All All All
Application Apache Cassandra 1.2.11 All All All
Application Apache Cassandra 1.2.12 All All All
Application Apache Cassandra 1.2.13 All All All
Application Apache Cassandra 1.2.14 All All All
Application Apache Cassandra 1.2.15 All All All
Application Apache Cassandra 1.2.16 All All All
Application Apache Cassandra 1.217 All All All
Application Apache Cassandra 1.2.18 All All All
Application Apache Cassandra 1.2.19 All All All
Application Apache Cassandra 1.2.2 All All All
Application Apache Cassandra 1.2.3 All All All
Application Apache Cassandra 1.2.4 All All All
Application Apache Cassandra 1.25 All All All
Application Apache Cassandra 1.2.6 All All All
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Application Apache Cassandra 1.24 All All All
Application Apache Cassandra 1.25 All All All
Application Apache Cassandra 1.2.6 All All All
Application Apache Cassandra 1.2.7 All All All
Application Apache Cassandra 1.2.8 All All All
Application Apache Cassandra 1.2.9 All All All
Application Apache Cassandra 2.0.0 All All All
Application Apache Cassandra 2.0.1 All All All
Application Apache Cassandra 2.0.10 All All All
Application Apache Cassandra 2.0.11 All All All
Application Apache Cassandra 2.0.12 All All All
Application Apache Cassandra 2.0.13 All All All
Application Apache Cassandra 2.0.2 All All All
Application Apache Cassandra 2.0.3 All All All
Application Apache Cassandra 2.04 All All All
Application Apache Cassandra 2.0.5 All All All
Application Apache Cassandra 2.0.6 All All All
Application Apache Cassandra 2.0.7 All All All
Application Apache Cassandra 2.0.8 All All All
Application Apache Cassandra 2.0.9 All All All
Application Apache Cassandra 2.1.0 All All All
Application Apache Cassandra 2.1.1 All All All
Application Apache Cassandra 21.2 All All All
Application Apache Cassandra 21.3 All All All
Reference

Apache Cassandra CVE-2015-0225 Remote Code Execution Vulnerability

Apache Cassandra Remote Code Execution ~ Packet Storm

[SECURITY ANNOUNCEMENT] CVE-2015-0225

JBoss Operations Network Cassandra JMX/RMI Interface Lets Remote Users Execute Arbitrary Code on the Target System - SecurityTracker
[SECURITY ANNOUNCEMENT] CVE-2015-0225

SecurityFocus

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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