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CVE CVE-2015-0239
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-02 11:59:04 UTC
Updated 2026-05-06 22:30:45 UTC
Description The em_sysenter function in arch/x86/kvm/emulate.c in the Linux kernel before 3.18.5, when the guest OS lacks SYSENTE

/ |

Risk And Classification

Primary CVSS: v2.0 4.4 from nvd@nist.gov

AV:L/AC:M/Au:N/C:P/I:P/A:P

Problem Types: CWE-269 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All


https://cve.report/
https://cve.report/CVE-2015-0239/mitre
https://cve.report/CVE-2015-0239/nist
https://cve.report/CVE-2015-0239/cve_org
https://cve.report/api/cve/CVE-2015-0239.json
https://cve.report/CVE-2015-0239.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux

Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.10 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Linux Linux Kernel All All All All
Operating System Oracle Linux 5 - All All
Operating System Oracle Linux 7 - All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
USN-2516-1: Linux kernel vulnerabilities | Ubuntu af854a8a-2127-4:
KVM: x86: SYSENTER emulation is broken - torvalds/linux@f374737 - GitHub af854a3a-2127-4:
KVM: x86: SYSENTER emulation is broken af854a3a-2127-4:
oss-security - KVM SYSENTER emulation vulnerability - CVE-2015-0239 af854a3a-2127-4:
www.kernel.org/pub/linux/kernel/v3.x/ChangelLog-3.18.5 af854a3a-2127-4:
USN-2514-1: Linux kernel (OMAP4) vulnerabilities | Ubuntu af854a3a-2127-4:
USN-2518-1: Linux kernel vulnerabilities | Ubuntu af854a3a-2127-4:
Red Hat Customer Portal af854a3a-2127-4:

1186448 — (CVE-2015-0239) CVE-2015-0239 kernel: kvm: insufficient sysenter emulation when invoked from 16-bit code af854a3a-2127-4:

Support / Security / Advisories / / MDVSA-2015:058 | Mandriva af854a3a-2127-4:
Linux Kernel KVM CVE-2015-0239 Local Privilege Escalation Vulnerability af854a3a-2127-4:
USN-2513-1: Linux kernel vulnerabilities | Ubuntu af854a8a-2127-4:
kernel/git/torvalds/linux.git - Linux kernel source tree af854a3a-2127-4:
USN-2515-1: Linux kernel (Trusty HWE) vulnerabilities | Ubuntu af854a8a-2127-4:
Oracle Linux Bulletin - January 2016 af854a3a-2127-4:
USN-2517-1: Linux kernel (Utopic HWE) vulnerabilities | Ubuntu af854a8a-2127-4:
Oracle Linux Bulletin - October 2015 af854a3a-2127-4:
Debian -- Security Information -- DSA-3170-1 linux af854a8a-2127-4:

kernel/git/torvalds/linux.git - Linux kernel source tree MITRE
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http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/oracle
http://cve.report/software/oracle/linux
http://cve.report/vendor/oracle
http://cve.report/software/oracle/linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.ubuntu.com/usn/USN-2516-1
https://github.com/torvalds/linux/commit/f3747379accba8e95d70cec0eae0582c8c182050
http://permalink.gmane.org/gmane.linux.kernel.commits.head/502245
http://www.openwall.com/lists/oss-security/2015/01/27/6
http://www.kernel.org/pub/linux/kernel/v3.x/ChangeLog-3.18.5
http://www.ubuntu.com/usn/USN-2514-1
http://www.ubuntu.com/usn/USN-2518-1
http://rhn.redhat.com/errata/RHSA-2015-1272.html
https://bugzilla.redhat.com/show_bug.cgi?id=1186448
http://www.mandriva.com/security/advisories?name=MDVSA-2015:058
http://www.securityfocus.com/bid/72842
http://www.ubuntu.com/usn/USN-2513-1
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=f3747379accba8e95d70cec0eae0582c8c182050
http://www.ubuntu.com/usn/USN-2515-1
http://www.oracle.com/technetwork/topics/security/linuxbulletinjan2016-2867209.html
http://www.ubuntu.com/usn/USN-2517-1
http://www.oracle.com/technetwork/topics/security/linuxbulletinoct2015-2719645.html
http://www.debian.org/security/2015/dsa-3170
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=f3747379accba8e95d70cec0eae0582c8c182050
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Red Hat Customer Portal MITRE
access.redhat.com | CVE-2015-0239 MITRE
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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