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CVE CVE-2015-0240
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-24 01:59:00 UTC
Updated 2026-05-06 22:30:45 UTC
Description The Netlogon server implementation in smbd in Samba 3.5.x and 3.6.x before 3.6.25, 4.0.x before 4.0.25, 4.1.x before 4.1.

/ |

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov
AV:N/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: CWE-17 | n/a
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical  Ubuntu Linux 12.04 All All All


https://cve.report/
https://cve.report/CVE-2015-0240/mitre
https://cve.report/CVE-2015-0240/nist
https://cve.report/CVE-2015-0240/cve_org
https://cve.report/api/cve/CVE-2015-0240.json
https://cve.report/CVE-2015-0240.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
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Application Samba Samba 4.0.7 All All All
Application Samba Samba 4.0.8 All All All
Application Samba Samba 4.0.9 All All All
Application Samba Samba 41.0 All All All
Application Samba Samba 411 All All All
Application Samba Samba 4110 All All All
Application Samba Samba 4.1.11 All All All
Application Samba Samba 4112 All All All
Application Samba Samba 41.13 All All All
Application Samba Samba 4114 All All All
Application Samba Samba 4.1.15 All All All
Application Samba Samba 4.1.16 All All All
Application Samba Samba 41.2 All All All
Application Samba Samba 41.3 All All All
Application Samba Samba 414 All All All
Application Samba Samba 415 All All All
Application Samba Samba 4.1.6 All All All
Application Samba Samba 4.1.7 All All All
Application Samba Samba 4.1.8 All All All
Application Samba Samba 41.9 All All All
Application Samba Samba 4.2.0 rci All All
Application Samba Samba 42.0 rc2 All All
Application Samba Samba 4.2.0 rc3 All All
Application Samba Samba 4.2.0 rc4 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Samba: Multiple vulnerabilities (GLSA 201502-15) — Gentoo security
USN-2508-1: Samba vulnerability | Ubuntu

Red Hat Customer Portal

Red Hat Customer Portal

Samba vulnerability (CVE-2015-0240) - Red Hat Customer Portal
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http://www.ubuntu.com/usn/USN-2508-1
http://rhn.redhat.com/errata/RHSA-2015-0257.html
http://rhn.redhat.com/errata/RHSA-2015-0252.html
https://access.redhat.com/articles/1346913

[security-announce] SUSE-SU-2015:0386-1: important: Security update for

Red Hat Customer Portal

[security-announce] openSUSE-SU-2016:1064-1: important: Security update

Support / Security / Advisories / / MDVSA-2015:082 | Mandriva

Oracle Bulletin Board Update - January 2015

Mageia Advisory: MGASA-2015-0084 - Updated samba packages fix CVE-2015-0240

Samba vulnerability (CVE-2015-0240) | Red Hat Security

Red Hat Customer Portal

Red Hat Customer Portal

"[security bulletin] HPSBUX03320 SSRT101952 rev.1 - HP-UX CIFS Server (Samba), Remote Denial of Servi' - MARC
[security-announce] openSUSE-SU-2015:0375-1: important: Security update

The Slackware Linux Project: Slackware Security Advisories

[security-announce] SUSE-SU-2015:0371-1: important: Security update for

Debian -- Security Information -- DSA-3171-1 samba

Samba 'TALLOC_FREE()' Function Remote Code Execution Vulnerability

Red Hat Customer Portal

Red Hat Customer Portal

Samba smbd Memory Free Error Lets Remote Users Execute Arbitrary Code with Root Privileges - Security Tracker
Support / Security / Advisories / / MDVSA-2015:081 | Mandriva

"[security bulletin] HPSBGN03288 rev.1 - HP Server Automation, Remote Arbitrary Code Execution' - MARC
Red Hat Customer Portal

Red Hat Customer Portal

Samba < 3.6.2 (x86) - Denial of Service (PoC) - Linux_x86 dos Exploit

[security-announce] openSUSE-SU-2016:1107-1: important: Security update

Samba Remote Code Execution Vulnerability - Lenovo Support US

Samba - Security Announcement Archive

Samba Remote Code Execution Vulnerability - Lenovo Support (US)
security.netapp.com/advisory/ntap-20250509-0001

[security-announce] openSUSE-SU-2016:1106-1: important: Security update

1191325 — (CVE-2015-0240) CVE-2015-0240 samba: talloc free on uninitialized stack pointer in netlogon server could lead to remote-code ex
[security-announce] SUSE-SU-2015:0353-1: important: Security update for

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

DAA Hat MiictAamar Darvial
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http://www.mandriva.com/security/advisories?name=MDVSA-2015:082
http://www.oracle.com/technetwork/topics/security/bulletinjan2015-2370101.html
http://advisories.mageia.org/MGASA-2015-0084.html
https://securityblog.redhat.com/2015/02/23/samba-vulnerability-cve-2015-0240/
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http://rhn.redhat.com/errata/RHSA-2015-0255.html
http://marc.info/?l=bugtraq&m=143039217203031&w=2
http://lists.opensuse.org/opensuse-security-announce/2015-02/msg00031.html
http://www.slackware.com/security/viewer.php?l=slackware-security&y=2015&m=slackware-security.360345
http://lists.opensuse.org/opensuse-security-announce/2015-02/msg00030.html
http://www.debian.org/security/2015/dsa-3171
http://www.securityfocus.com/bid/72711
http://rhn.redhat.com/errata/RHSA-2015-0251.html
http://rhn.redhat.com/errata/RHSA-2015-0254.html
http://www.securitytracker.com/id/1031783
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http://rhn.redhat.com/errata/RHSA-2015-0256.html
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https://www.exploit-db.com/exploits/36741/
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00048.html
https://support.lenovo.com/product_security/samba_remote_vuln
https://www.samba.org/samba/security/CVE-2015-0240
https://support.lenovo.com/us/en/product_security/samba_remote_vuln
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http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00047.html
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Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

CVE-2015-0240 - Red Hat Customer Portal
CVE Program record

NVD vulnerability detail

4] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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