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Published
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/

Source Priority

CVE-2015-0245

MITRE NVD CVE.ORG Print: PDF %5

CVE-2015-0245

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2015-02-13 15:59:00 UTC

2023-12-27 16:36:00 UTC

D-Bus 1.4.x through 1.6.x before 1.6.30, 1.8.x before 1.8.16, and 1.9.x before 1.9.10 does not validate the source of Actival
| |

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
D-bus Project D-bus 1.4.0 All All All
D-bus Project D-bus 1.4.1 All All All
D-bus Project D-bus 1.4.10 All All All
D-bus Project D-bus 1.4.12 All All All
D-bus Project D-bus 1.4.14 All All All
D-bus Project D-bus 1.4.16 All All All
D-bus Project D-bus 1.4.18 All All All
D-bus Project D-bus 1.4.20 All All All
D-bus Project D-bus 1.4.24 All All All
D-bus Project D-bus 1.4.26 All All All
D-bus Project D-bus 1.4.4 All All All
D-bus Project D-bus 1.4.6 All All All
D-bus Project D-bus 1.4.8 All All All
D-bus Project D-bus 1.5.0 All All All
D-bus Project D-bus 1.5.10 All All All
D-bus Project D-bus 1.5.12 All All All
D-bus Project D-bus 1.5.2 All All All
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Application Freedesktop Dbus 1.6.20 All All All
Application Freedesktop Dbus 1.6.22 All All All
Application Freedesktop Dbus 1.6.24 All All All
Application Freedesktop Dbus 1.6.26 All All All
Application Freedesktop Dbus 1.6.28 All All All
Application Freedesktop Dbus 1.6.4 All All All
Application Freedesktop Dbus 1.6.6 All All All
Application Freedesktop Dbus 1.6.8 All All All
Application Freedesktop Dbus 1.8.0 All All All
Application Freedesktop Dbus 1.8.10 All All All
Application Freedesktop Dbus 1.8.12 All All All
Application Freedesktop Dbus 1.8.14 All All All
Application Freedesktop Dbus 1.8.2 All All All
Application Freedesktop Dbus 1.8.4 All All All
Application Freedesktop Dbus 1.8.6 All All All
Application Freedesktop Dbus 1.8.8 All All All
Application Freedesktop Dbus 1.9.0 All All All
Application Freedesktop Dbus 1.9.2 All All All
Application Freedesktop Dbus 1.9.4 All All All
Application Freedesktop Dbus 1.9.6 All All All
Application Freedesktop Dbus 1.9.8 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.2 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.2 All All All
Reference Source Link Tags
Oracle Solaris Bulletin - April 2016 CONFIRM  www.oracle.com
oss-security - CVE-2015-0245: denial of service in dbus >= 1.4 systemd activation MLIST www.openwall.com
Debian -- Security Information -- DSA-3161-1 dbus DEBIAN www.debian.org

Mageia Advisory: MGASA-2015-0071 - Updated dbus packages fix security vulnerabiliies CONFIRM  advisories.mageia.org
Support / Security / Advisories / / MDVSA-2015:176 | Mandriva MANDRIVA  www.mandriva.com
openSUSE-SU-2015:0300-1: moderate: Security update for dbus-1, dbus-1-x1 SUSE lists.opensuse.org
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No vendor comments have been submitted for this CVE.
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