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Summary

CVE CVE-2015-0248

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-04-08 18:59:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description The (1) mod_dav_svn and (2) svnserve servers in Subversion 1.6.0 through 1.7.19 and 1.8.0 through 1.8.11 allow remote attackers to cause a denial of service (assertion failure and abort) via crafted parameter combinations related to dynamically evaluated revision numbers.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Subversion 1.6.0 All All All

Application Apache Subversion 1.6.1 All All All

Application Apache Subversion 1.6.10 All All All

Application Apache Subversion 1.6.11 All All All

Application Apache Subversion 1.6.12 All All All

Application Apache Subversion 1.6.13 All All All

Application Apache Subversion 1.6.14 All All All

Application Apache Subversion 1.6.15 All All All

Application Apache Subversion 1.6.16 All All All

Application Apache Subversion 1.6.17 All All All

Application Apache Subversion 1.6.18 All All All

Application Apache Subversion 1.6.19 All All All

Application Apache Subversion 1.6.2 All All All

Application Apache Subversion 1.6.20 All All All

Application Apache Subversion 1.6.21 All All All

Application Apache Subversion 1.6.23 All All All

Application Apache Subversion 1.6.3 All All All
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Application Apache Subversion 1.6.3 All All All

Application Apache Subversion 1.6.4 All All All

Application Apache Subversion 1.6.5 All All All

Application Apache Subversion 1.6.6 All All All

Application Apache Subversion 1.6.7 All All All

Application Apache Subversion 1.6.8 All All All

Application Apache Subversion 1.6.9 All All All

Application Apache Subversion 1.7.0 All All All

Application Apache Subversion 1.7.1 All All All

Application Apache Subversion 1.7.10 All All All

Application Apache Subversion 1.7.11 All All All

Application Apache Subversion 1.7.12 All All All

Application Apache Subversion 1.7.13 All All All

Application Apache Subversion 1.7.14 All All All

Application Apache Subversion 1.7.15 All All All

Application Apache Subversion 1.7.16 All All All

Application Apache Subversion 1.7.17 All All All

Application Apache Subversion 1.7.18 All All All

Application Apache Subversion 1.7.19 All All All

Application Apache Subversion 1.7.2 All All All

Application Apache Subversion 1.7.3 All All All

Application Apache Subversion 1.7.4 All All All

Application Apache Subversion 1.7.5 All All All

Application Apache Subversion 1.7.6 All All All

Application Apache Subversion 1.7.7 All All All

Application Apache Subversion 1.7.8 All All All

Application Apache Subversion 1.7.9 All All All

Application Apache Subversion 1.8.0 All All All

Application Apache Subversion 1.8.1 All All All

Application Apache Subversion 1.8.10 All All All

Application Apache Subversion 1.8.11 All All All

Application Apache Subversion 1.8.2 All All All

Application Apache Subversion 1.8.3 All All All

Application Apache Subversion 1.8.4 All All All

Application Apache Subversion 1.8.5 All All All

Application Apache Subversion 1.8.6 All All All
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Application Apache Subversion 1.8.7 All All All

Application Apache Subversion 1.8.8 All All All

Application Apache Subversion 1.8.9 All All All

Application Apache Subversion 1.6.0 All All All

Application Apache Subversion 1.6.1 All All All

Application Apache Subversion 1.6.10 All All All

Application Apache Subversion 1.6.11 All All All

Application Apache Subversion 1.6.12 All All All

Application Apache Subversion 1.6.13 All All All

Application Apache Subversion 1.6.14 All All All

Application Apache Subversion 1.6.15 All All All

Application Apache Subversion 1.6.16 All All All

Application Apache Subversion 1.6.17 All All All

Application Apache Subversion 1.6.18 All All All

Application Apache Subversion 1.6.19 All All All

Application Apache Subversion 1.6.2 All All All

Application Apache Subversion 1.6.20 All All All

Application Apache Subversion 1.6.21 All All All

Application Apache Subversion 1.6.23 All All All

Application Apache Subversion 1.6.3 All All All

Application Apache Subversion 1.6.4 All All All

Application Apache Subversion 1.6.5 All All All

Application Apache Subversion 1.6.6 All All All

Application Apache Subversion 1.6.7 All All All

Application Apache Subversion 1.6.8 All All All

Application Apache Subversion 1.6.9 All All All

Application Apache Subversion 1.7.0 All All All

Application Apache Subversion 1.7.1 All All All

Application Apache Subversion 1.7.10 All All All

Application Apache Subversion 1.7.11 All All All

Application Apache Subversion 1.7.12 All All All

Application Apache Subversion 1.7.13 All All All

Application Apache Subversion 1.7.14 All All All

Application Apache Subversion 1.7.15 All All All

Application Apache Subversion 1.7.16 All All All

Application Apache Subversion 1.7.17 All All All
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Application Apache Subversion 1.7.17 All All All

Application Apache Subversion 1.7.18 All All All

Application Apache Subversion 1.7.19 All All All

Application Apache Subversion 1.7.2 All All All

Application Apache Subversion 1.7.3 All All All

Application Apache Subversion 1.7.4 All All All

Application Apache Subversion 1.7.5 All All All

Application Apache Subversion 1.7.6 All All All

Application Apache Subversion 1.7.7 All All All

Application Apache Subversion 1.7.8 All All All

Application Apache Subversion 1.7.9 All All All

Application Apache Subversion 1.8.0 All All All

Application Apache Subversion 1.8.1 All All All

Application Apache Subversion 1.8.10 All All All

Application Apache Subversion 1.8.11 All All All

Application Apache Subversion 1.8.2 All All All

Application Apache Subversion 1.8.3 All All All

Application Apache Subversion 1.8.4 All All All

Application Apache Subversion 1.8.5 All All All

Application Apache Subversion 1.8.6 All All All

Application Apache Subversion 1.8.7 All All All

Application Apache Subversion 1.8.8 All All All

Application Apache Subversion 1.8.9 All All All

Application Apple Xcode 7.0 All All All

Application Apple Xcode 7.0 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Oracle Solaris 11.3 All All All

Operating System Oracle Solaris 11.3 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Hpc Node 6 All All All

Operating System Redhat Enterprise Linux Hpc Node 6 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All
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Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server Eus 6.7.z All All All

Operating System Redhat Enterprise Linux Server Eus 6.7.z All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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