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CVE CVE-2015-0263
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-03 20:59:02 UTC
Updated 2026-05-06 22:30:45 UTC
Description XML external entity (XXE) vulnerability in the XML converter setup in converter/jaxp/XmlConverter.java in Apache Camel b¢

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:N/A:N

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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AV:N/AC:L/Au:N/C:P/I:N/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Camel 2.14.0 All All All


https://cve.report/
https://cve.report/CVE-2015-0263/mitre
https://cve.report/CVE-2015-0263/nist
https://cve.report/CVE-2015-0263/cve_org
https://cve.report/api/cve/CVE-2015-0263.json
https://cve.report/CVE-2015-0263.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/camel

Application Apache Camel 2.14.1 All All All

Application Apache Camel All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Red Hat Customer Portal
camel.apache.org/security-advisories.data/CVE-2015-0263.txt.asc
Red Hat JBoss Fuse and A-MQ XML External Entity Processing Flaw Lets Remote Users Obtain Potentially Sensitive Files - SecurityTracker
Pony Mail!

Pony Mail!

Red Hat Customer Portal

ASF Git Repos - camel.git/commitdiff

Red Hat Customer Portal

ASF Git Repos - camel.git/commitdiff

Pony Mail!

Pony Mail!

CVE Program record

NVD vulnerability detail

S
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981371 Java (maven) Security Update for org.apache.camel:camel-core (GHSA-3hrc-f439-7279)
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http://cve.report/vendor/apache
http://cve.report/software/apache/camel
http://cve.report/vendor/apache
http://cve.report/software/apache/camel
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://rhn.redhat.com/errata/RHSA-2015-1539.html
https://camel.apache.org/security-advisories.data/CVE-2015-0263.txt.asc
http://www.securitytracker.com/id/1032442
https://lists.apache.org/thread.html/b4014ea7c5830ca1fc28edd5cafedfe93ad4af2d9e69c961c5def31d%2540%253Ccommits.camel.apache.org%253E
https://lists.apache.org/thread.html/2318d7f7d87724d8716cd650c21b31cb06e4d34f6d0f5ee42f28fdaf%2540%253Ccommits.camel.apache.org%253E
http://rhn.redhat.com/errata/RHSA-2015-1041.html
https://git-wip-us.apache.org/repos/asf?p=camel.git%253Ba=commitdiff%253Bh=7d19340bcdb42f7aae584d9c5003ac4f7ddaee36
http://rhn.redhat.com/errata/RHSA-2015-1538.html
https://git-wip-us.apache.org/repos/asf?p=camel.git;a=commitdiff;h=7d19340bcdb42f7aae584d9c5003ac4f7ddaee36
https://lists.apache.org/thread.html/b4014ea7c5830ca1fc28edd5cafedfe93ad4af2d9e69c961c5def31d@%253Ccommits.camel.apache.org%253E
https://lists.apache.org/thread.html/2318d7f7d87724d8716cd650c21b31cb06e4d34f6d0f5ee42f28fdaf@%253Ccommits.camel.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2015-0263
https://nvd.nist.gov/vuln/detail/CVE-2015-0263
http://cve.report/qid/981371
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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