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Summary

CVE CVE-2015-0273

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-30 10:59:06 UTC

Updated 2026-05-06 22:30:45 UTC

Description Multiple use-after-free vulnerabilities in ext/date/php_date.c in PHP before 5.4.38, 5.5.x before 5.5.22, and 5.6.x before 5.6.6 allow remote attackers to execute arbitrary code via crafted serialized input containing a (1) R or (2) r type specifier in (a) DateTimeZone data handled by the php_date_timezone_initialize_from_hash function or (b) DateTime data handled by the php_date_initialize_from_hash function.

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 5.5.0 All All All

Application Php Php 5.5.0 alpha1 All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial
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https://cve.report/CVE-2015-0273.pdf
http://cve.report/vendor/php
http://cve.report/software/php/php


Application Php Php 5.5.0 alpha1 All All

Application Php Php 5.5.0 alpha2 All All

Application Php Php 5.5.0 alpha3 All All

Application Php Php 5.5.0 alpha4 All All

Application Php Php 5.5.0 alpha5 All All

Application Php Php 5.5.0 alpha6 All All

Application Php Php 5.5.0 beta1 All All

Application Php Php 5.5.0 beta2 All All

Application Php Php 5.5.0 beta3 All All

Application Php Php 5.5.0 beta4 All All

Application Php Php 5.5.0 rc1 All All

Application Php Php 5.5.0 rc2 All All

Application Php Php 5.5.1 All All All

Application Php Php 5.5.10 All All All

Application Php Php 5.5.11 All All All

Application Php Php 5.5.12 All All All

Application Php Php 5.5.13 All All All

Application Php Php 5.5.14 All All All

Application Php Php 5.5.15 All All All

Application Php Php 5.5.16 All All All

Application Php Php 5.5.17 All All All

Application Php Php 5.5.18 All All All

Application Php Php 5.5.19 All All All

Application Php Php 5.5.2 All All All

Application Php Php 5.5.20 All All All

Application Php Php 5.5.21 All All All

Application Php Php 5.5.3 All All All

Application Php Php 5.5.4 All All All

Application Php Php 5.5.5 All All All

Application Php Php 5.5.6 All All All

Application Php Php 5.5.7 All All All

Application Php Php 5.5.8 All All All

Application Php Php 5.5.9 All All All

Application Php Php 5.6.0 alpha1 All All

Application Php Php 5.6.0 alpha2 All All

Application Php Php 5.6.0 alpha3 All All
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Application Php Php 5.6.0 alpha3 All All

Application Php Php 5.6.0 alpha4 All All

Application Php Php 5.6.0 alpha5 All All

Application Php Php 5.6.0 beta1 All All

Application Php Php 5.6.0 beta2 All All

Application Php Php 5.6.0 beta3 All All

Application Php Php 5.6.0 beta4 All All

Application Php Php 5.6.1 All All All

Application Php Php 5.6.2 All All All

Application Php Php 5.6.3 All All All

Application Php Php 5.6.4 All All All

Application Php Php 5.6.5 All All All

Application Php Php All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

PHP: Multiple vulnerabilities (GLSA 201606-10) — Gentoo security

Red Hat Customer Portal

USN-2535-1: PHP vulnerabilities | Ubuntu

[security-announce] openSUSE-SU-2015:0440-1: important: Security update

'[security bulletin] HPSBUX03337 SSRT102066 rev.1 - HP-UX Apache Web Server Suite running Apache Web ' - MARC

PHP DateTimeZone Use-After-Free Memory Error in unserialize() Lets Remote Users Execute Arbitrary Code - SecurityTracker

1194730 – (CVE-2015-0273) CVE-2015-0273 php: use after free vulnerability in unserialize() with DateTimeZone

About the security content of OS X El Capitan 10.11.1, Security Update 2015-004 Yosemite, and Security Update 2015-007 Mavericks - Apple Support

Red Hat Customer Portal

APPLE-SA-2015-09-30-3 OS X El Capitan 10.11

PHP CVE-2015-0273 Use After Free Remote Code Execution Vulnerability

PHP :: Sec Bug #68942 :: Use after free vulnerability in unserialize() with DateTimeZone

[security-announce] SUSE-SU-2015:0424-1: important: Security update for

APPLE-SA-2015-06-30-2 OS X Yosemite v10.10.4 and Security Update 2015-005

Red Hat Customer Portal

Support / Security / Advisories / / MDVSA-2015:079 | Mandriva

'[security bulletin] HPSBMU03380 rev.1 - HP System Management Homepage (SMH) on Linux and Windows, Mu' - MARC
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[security-announce] SUSE-SU-2015:0436-1: important: Security update for

Oracle Solaris Third Party Bulletin - July 2015

Oracle Linux Bulletin - January 2016

208.43.231.11 Git - php-src.git/commit

'[security bulletin] HPSBMU03409 rev.1 - HP Matrix Operating Environment, Multiple Vulnerabilities' - MARC

Debian -- Security Information -- DSA-3195-1 php5

About the security content of OS X El Capitan v10.11 - Apple Support

About the security content of OS X Yosemite v10.10.4 and Security Update 2015-005 - Apple Support

PHP: PHP 5 ChangeLog

APPLE-SA-2015-10-21-4 OS X El Capitan 10.11.1 and Security Update 2015-007

Red Hat Customer Portal

208.43.231.11 Git - php-src.git/commit

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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