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CVE CVE-2015-0279
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-26 14:59:00 UTC
Updated 2019-07-23 20:15:00 UTC
Description JBoss RichFaces before 4.5.4 allows remote attackers to inject expression language (EL) expressions and execute arbitrar

| 1|

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Richfaces All All All All

References

1

1]

Reference Source
Richsploit RichFaces Exploitation Toolkit ~ Packet Storm MISC
Full Disclosure: RichFaces exploitation toolkit FULLDIS(
JVNDB-2015-001959 - JVN iPedia JVNDB
Full Disclosure: Tufin SecureChange uses Richfaces 4.3.5, vulnerable to CVE-2015-0279 (unauthenticated RCE) FULLDIS(
Tufin Secure Change Remote Code Execution =~ Packet Storm MISC
Red Hat Customer Portal REDHAT

192140 — (CVE-2015-0279) CVE-2015-0279 RichFaces: Remote Command Execution via insufficient EL parameter sanitization ~ CONFIRN

JVN#56297719: JBoss RichFaces vulnerable to remote Java code execution JVN
CVE Program record CVE.ORC
NVD vulnerability detail NVD

Wﬂ

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2015-0279/mitre
https://cve.report/CVE-2015-0279/nist
https://cve.report/CVE-2015-0279/cve_org
https://cve.report/CVE-2015-0279.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/richfaces
http://packetstormsecurity.com/files/156663/Richsploit-RichFaces-Exploitation-Toolkit.html
http://seclists.org/fulldisclosure/2020/Mar/21
http://jvndb.jvn.jp/en/contents/2015/JVNDB-2015-001959.html
http://seclists.org/fulldisclosure/2019/Jul/21
http://packetstormsecurity.com/files/153734/Tufin-Secure-Change-Remote-Code-Execution.html
http://rhn.redhat.com/errata/RHSA-2015-0719.html
https://bugzilla.redhat.com/show_bug.cgi?id=1192140
http://jvn.jp/en/jp/JVN56297719/index.html
https://www.cve.org/CVERecord?id=CVE-2015-0279
https://nvd.nist.gov/vuln/detail/CVE-2015-0279

There are currently no legacy QID mappings associated with this CVE.
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