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Summary

CVE CVE-2015-0283

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-30 14:59:00 UTC

Updated 2023-02-13 00:46:00 UTC

Description The slapi-nis plug-in before 0.54.2 does not properly reallocate memory when processing user accounts, which allows remote attackers to cause a denial of service (infinite loop and CPU consumption) via a request for a (1) group with a large number of members or (2) user that belongs to a large number of groups.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Slapi-nis All All All All

References

Reference Source Link Tags

CVE-2015-0283 - Red Hat Customer Portal MISC access.redhat.com

Red Hat Customer Portal MISC access.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com

slapi-nis Directory Server Plugin CVE-2015-0283 Multiple Remote Denial of Service Vulnerabilities BID www.securityfocus.com

1195729 – (CVE-2015-0283) CVE-2015-0283 slapi-nis: infinite loop in getgrnam_r() and getgrgid_r() CONFIRM bugzilla.redhat.com

[SECURITY] Fedora 21 Update: freeipa-4.1.4-1.fc21 FEDORA lists.fedoraproject.org

[SECURITY] Fedora 22 Update: freeipa-4.1.4-1.fc22 FEDORA lists.fedoraproject.org

slapi-nis.git - NIS Server plugin for Fedora Directory Server CONFIRM git.fedorahosted.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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