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Integer underflow in the EVP_DecodeUpdate function in crypto/evp/encode.c in the base64-decoding implementation in Op
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Oracle Critical Patch Update - October 2015

Multiple Security Vulnerabilities in Citrix NetScaler Platform IPMI Lights Out Management (LOM) firmware

Gentoo Security

Oracle Critical Patch Update - July 2015

git.openssl.org Git - openssl.git/commit

'[security bulletin] HPSBMU03409 rev.1 - HP Matrix Operating Environment, Multiple Vulnerabilities' - MARC
[security-announce] SUSE-SU-2015:0578-1: important: Security update for
www.openssl.org/news/secadv_20150319.txt

"[security bulletin] HPSBMUO03397 rev.1 - HP Version Control Agent (VCA) on Windows and Linux, Multipl' - MARC
#2608: bug report: segfault from base64 decoding

[SECURITY] Fedora 22 Update: openssl-1.0.1k-6.fc22

[SECURITY] Fedora 20 Update: openssl-1.0.1e-42.fc20

cert-portal.siemens.com/productcert/pdf/ssa-412672.pdf

OpenSSL Multiple Flaws Let Remote Users Deny Service - SecurityTracker

"[security bulletin] HPSBUX03334 SSRT102000 rev.1 - HP-UX Running OpenSSL, Remote Denial of Service (' - MARC
USN-2537-1: OpenSSL vulnerabilities | Ubuntu

1202395 — (CVE-2015-0292) CVE-2015-0292 openssl: integer underflow leading to buffer overflow in base64 decoding
2015-04 Security Bulletin: OpenSSL 19th March 2015 advisory - Juniper Networks

OpenSSL Updates of 19 March 2015 - Red Hat Customer Portal

[SECURITY] Fedora 21 Update: openssl-1.0.1k-6.fc21

"[security bulletin] HPSBMUO03380 rev.1 - HP System Management Homepage (SMH) on Linux and Windows, Mu' - MARC
Red Hat Customer Portal

Oracle Solaris Third Party Bulletin - April 2015

Broadcom Support Portal

Debian -- Security Information -- DSA-3197-1 openssl

Oracle Critical Patch Update - October 2017

OpenSSL '/evp/encode.c' Remote Memory Corruption Vulnerability

McAfee KnowledgeBase - Intel Security - Security Bulletin: Fourteen OpenSSL CVEs Announced on March 19, 2015
Oracle Critical Patch Update - January 2016

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

CONFIRM

CONFIRM

GENTOO

CONFIRM

HP

SUSE

CONFIRM

HP

CONFIRM

FEDORA

FEDORA

CONFIRM

SECTRACK

HP

UBUNTU

CONFIRM

CONFIRM

CONFIRM

FEDORA

HP

REDHAT

CONFIRM

CONFIRM

DEBIAN

CONFIRM

BID

CONFIRM

CONFIRM

CVE.ORG

NVD

Sl

St

rt

li¢

li¢

c

390226 Oracle Manaaned Virtnialization (VM) Server for x86 Seciiritv L Indate for Onen Seciire Sockets | aver (OnenSSI ) (OVMSA-2021-


http://www.oracle.com/technetwork/topics/security/cpuoct2015-2367953.html
https://support.citrix.com/article/CTX216642
https://security.gentoo.org/glsa/201503-11
http://www.oracle.com/technetwork/topics/security/cpujul2015-2367936.html
https://git.openssl.org/gitweb/?p=openssl.git%253Ba=commit%253Bh=d0666f289ac013094bbbf547bfbcd616199b7d2d
http://marc.info/?l=bugtraq&m=144050155601375&w=2
http://lists.opensuse.org/opensuse-security-announce/2015-03/msg00027.html
https://www.openssl.org/news/secadv_20150319.txt
http://marc.info/?l=bugtraq&m=144050297101809&w=2
https://rt.openssl.org/Ticket/Display.html?id=2608&user=guest&pass=guest
http://lists.fedoraproject.org/pipermail/package-announce/2015-March/152734.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-March/152844.html
https://cert-portal.siemens.com/productcert/pdf/ssa-412672.pdf
http://www.securitytracker.com/id/1031929
http://marc.info/?l=bugtraq&m=143213830203296&w=2
http://www.ubuntu.com/usn/USN-2537-1
https://bugzilla.redhat.com/show_bug.cgi?id=1202395
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10680
https://access.redhat.com/articles/1384453
http://lists.fedoraproject.org/pipermail/package-announce/2015-March/152733.html
http://marc.info/?l=bugtraq&m=143748090628601&w=2
http://rhn.redhat.com/errata/RHSA-2015-0715.html
http://www.oracle.com/technetwork/topics/security/bulletinapr2015-2511959.html
https://bto.bluecoat.com/security-advisory/sa92
http://www.debian.org/security/2015/dsa-3197
http://www.oracle.com/technetwork/security-advisory/cpuoct2017-3236626.html
http://www.securityfocus.com/bid/73228
https://kc.mcafee.com/corporate/index?page=content&id=SB10110
http://www.oracle.com/technetwork/topics/security/cpujan2016-2367955.html
https://www.cve.org/CVERecord?id=CVE-2015-0292
https://nvd.nist.gov/vuln/detail/CVE-2015-0292
http://cve.report/qid/390226

B T L T TR S TS T o R R TR,

0011)

e —emeae g e \— ety v i s e s

390284 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2023-
0013)

590349 Rockwell Automation Stratix 5900 Multiple Vulnerabilities (ICSA-17-094-04)

591280 Siemens SCALANCE X-200RNA Switch Devices Denial of Service (DoS) Multiple Vulnerabilities (ICSA-22-349-21, SSA-
412672)
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