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CVE CVE-2015-0323
State PUBLISHED
Assigner adobe

Source Priority CVE Program / NVD first with legacy fallback
Published 2015-02-06 00:59:08 UTC
Updated 2026-05-06 22:30:45 UTC

Description Heap-based buffer overflow in Adobe Flash Player before 13.0.0.269 and 14.x through 16.x before 16.0.0.305 on Windows

/ |

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov
AV:N/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: CWE-119 | n/a
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\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

Complete

=}
=
(0]
«Q
=
=
<

Complete

\vailability

Complete

AV:N/AC:L/Au:N/C:C/I:C/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Flash Player 14.0.0.125 All All All


https://cve.report/
https://cve.report/CVE-2015-0323/mitre
https://cve.report/CVE-2015-0323/nist
https://cve.report/CVE-2015-0323/cve_org
https://cve.report/api/cve/CVE-2015-0323.json
https://cve.report/CVE-2015-0323.pdf
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player

Application Adobe Flash Player 14.0.0.145 All
Application Adobe Flash Player 14.0.0.176 All
Application Adobe Flash Player 14.0.0.179 All
Application Adobe Flash Player 15.0.0.152 All
Application Adobe Flash Player 15.0.0.167 All
Application Adobe Flash Player 15.0.0.189 All
Application Adobe Flash Player 15.0.0.223 All
Application Adobe Flash Player 15.0.0.239 All
Application Adobe Flash Player 15.0.0.246 All
Application Adobe Flash Player 16.0.0.235 All
Application Adobe Flash Player 16.0.0.257 All
Application Adobe Flash Player 16.0.0.287 All
Application Adobe Flash Player 16.0.0.296 All
Application Adobe Flash Player All All
Application Adobe Flash Player All All
Operating System Apple Mac Os X - All
Operating System Linux Linux Kernel - All
Operating System Microsoft Windows - All

Vendor Declared Affected Products

All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

Adobe Flash Player Multiple Unspecified Security Vulnerabilities

IBM X-Force Exchange

[security-announce] SUSE-SU-2015:0239-1: critical: Security update for f
Gentoo Security

[security-announce] SUSE-SU-2015:0236-1: critical: Security update for f
About Secunia Research | Flexera

[security-announce] openSUSE-SU-2015:0237-1: critical: Security update f
Adobe Security Bulletin

Red Hat Customer Portal

[security-announce] openSUSE-SU-2015:0238-1: critical: update for flash-

Adobe Flash Player Multiple Flaws Let Remote Users Execute Arbitrary Code - Security Tracker

Source

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

~fAF A~AL A4NAT AAAL A4 oo AN Ad_ANA4 400


http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/72514
https://exchange.xforce.ibmcloud.com/vulnerabilities/100708
http://lists.opensuse.org/opensuse-security-announce/2015-02/msg00009.html
http://security.gentoo.org/glsa/glsa-201502-02.xml
http://lists.opensuse.org/opensuse-security-announce/2015-02/msg00006.html
http://secunia.com/advisories/62886
http://lists.opensuse.org/opensuse-security-announce/2015-02/msg00007.html
https://helpx.adobe.com/security/products/flash-player/apsb15-04.html
http://rhn.redhat.com/errata/RHSA-2015-0140.html
http://lists.opensuse.org/opensuse-security-announce/2015-02/msg00008.html
http://www.securitytracker.com/id/1031706

IVIICTOSOIL SECUrIly AQVISOry £/000V 1 dlod4dod-£ 1 £/ -4££0D-Y 1dE-004UdL00 | 1UD

Security Advisory SA62777 - Microsoft Windows Flash Player Multiple Vulnerabilities - Secunia  af854a3a-2127-422b-91ae-364da2661108

Security Advisory SA62895 - SUSE update for flash-player - Secunia af854a3a-2127-422b-91ae-364da2661108
CVE Program record CVE.ORG
NVD vulnerability detail NVD

L4 | N

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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