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Summary

CVE CVE-2015-0408

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-21 18:59:00 UTC

Updated 2022-05-13 14:57:00 UTC

Description Unspecified vulnerability in Oracle Java SE 5.0u75, 6u85, 7u72, and 8u25 allows remote attackers to affect confidentiality, integrity, and availability via vectors related to RMI.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Novell Suse Linux Enterprise Desktop 11.0 sp3 All All

Operating System Novell Suse Linux Enterprise Desktop 11.0 sp3 All All

Operating System Novell Suse Linux Enterprise Server 12.0 All All All

Operating System Novell Suse Linux Enterprise Server 12.0 All All All

Operating System Opensuse Opensuse 13.2 All All All
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Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.2 All All All

Application Oracle Jdk 1.5.0 update75 All All

Application Oracle Jdk 1.5.0 update_75 All All

Application Oracle Jdk 1.6.0 update85 All All

Application Oracle Jdk 1.6.0 update_85 All All

Application Oracle Jdk 1.7.0 update72 All All

Application Oracle Jdk 1.8.0 update25 All All

Application Oracle Jdk 1.5.0 update_75 All All

Application Oracle Jdk 1.6.0 update_85 All All

Application Oracle Jdk 1.7.0 update72 All All

Application Oracle Jdk 1.8.0 update25 All All

Application Oracle Jre 1.5.0 update75 All All

Application Oracle Jre 1.5.0 update_75 All All

Application Oracle Jre 1.6.0 update85 All All

Application Oracle Jre 1.6.0 update_85 All All

Application Oracle Jre 1.7.0 update72 All All

Application Oracle Jre 1.7.0 update_72 All All

Application Oracle Jre 1.8.0 update25 All All

Application Oracle Jre 1.8.0 update_25 All All

Application Oracle Jre 1.5.0 update_75 All All

Application Oracle Jre 1.6.0 update_85 All All

Application Oracle Jre 1.7.0 update_72 All All

Application Oracle Jre 1.8.0 update_25 All All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All
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Debian -- Security Information -- DSA-3147-1 openjdk-6

HP Support document - HP Support Center

Red Hat Customer Portal
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USN-2486-1: OpenJDK 6 vulnerabilities | Ubuntu

IBM Security Bulletin: Multiple vulnerabilities in current releases of the IBM® SDK, Java™ Technology Edition - United States

'[security bulletin] HPSBUX03273 SSRT101951 rev.1 - HP-UX running Java6, Remote Unauthorized Access, ' - MARC

VMSA-2015-0003.15 | United States

USN-2487-1: OpenJDK 7 vulnerabilities | Ubuntu

IBM X-Force Exchange

Oracle Critical Patch Update - January 2015

IcedTea: Multiple vulnerabilities (GLSA 201603-14) — Gentoo security

[security-announce] openSUSE-SU-2015:0190-1: important: Security update

Red Hat Customer Portal

Red Hat Customer Portal

Debian -- Security Information -- DSA-3144-1 openjdk-7

Red Hat Customer Portal

'[security bulletin] HPSBUX03281 SSRT101968 rev.1 - HP-UX running Java7, Remote Unauthorized Access, ' - MARC

Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201507-14) — Gentoo Security

Red Hat Customer Portal

Red Hat Customer Portal

[security-announce] SUSE-SU-2015:0503-1: important: Security update for

Red Hat Customer Portal

Oracle Java Bugs Let Local and Remote Users Gain Elevated Privileges and Remote Users Partially Access and Modify Data - SecurityTracker

[security-announce] SUSE-SU-2015:0336-1: important: Security update for

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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