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Summary

CVE CVE-2015-0459

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-04-16 16:59:00 UTC

Updated 2022-05-13 14:57:00 UTC

Description Unspecified vulnerability in Oracle Java SE 5.0u81, 6u91, 7u76, and 8u40, and JavaFX 2.2.76, allows remote attackers to affect confidentiality, integrity, and availability via unknown vectors related to 2D, a different vulnerability than CVE-2015-0491.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Novell Suse Linux Enterprise Desktop 11.0 sp3 All All

Operating System Novell Suse Linux Enterprise Desktop 11.0 sp3 All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.2 All All All

Application Oracle Javafx 2.2.76 All All All

Application Oracle Javafx 2.2.76 All All All

Application Oracle Jdk 1.5.0 update8 All All

Application Oracle Jdk 1.5.0 update_81 All All

Application Oracle Jdk 1.6.0 update91 All All

Application Oracle Jdk 1.6.0 update_91 All All

Application Oracle Jdk 1.7.0 update76 All All

Application Oracle Jdk 1.7.0 update_76 All All

Application Oracle Jdk 1.8.0 update40 All All

Application Oracle Jdk 1.5.0 update_81 All All

Application Oracle Jdk 1.6.0 update_91 All All

Application Oracle Jdk 1.7.0 update_76 All All

Application Oracle Jdk 1.8.0 update40 All All
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Application Oracle Jdk 1.8.0 update40 All All

Application Oracle Jre 1.5.0 update81 All All

Application Oracle Jre 1.5.0 update_81 All All

Application Oracle Jre 1.6.0 update91 All All

Application Oracle Jre 1.6.0 update_91 All All

Application Oracle Jre 1.7.0 update76 All All

Application Oracle Jre 1.7.0 update_76 All All

Application Oracle Jre 1.8.0 update40 All All

Application Oracle Jre 1.8.0 update_40 All All

Application Oracle Jre 1.5.0 update_81 All All

Application Oracle Jre 1.6.0 update_91 All All

Application Oracle Jre 1.7.0 update_76 All All

Application Oracle Jre 1.8.0 update_40 All All

References

Reference Source

Red Hat Customer Portal REDHAT

[security-announce] SUSE-SU-2015:2182-1: important: Security update for SUSE

Oracle Java SE CVE-2015-0459 Remote Security Vulnerability BID

Red Hat Customer Portal REDHAT

[security-announce] SUSE-SU-2015:1085-1: important: Security update for SUSE

Red Hat Customer Portal REDHAT

IBM Security Bulletin: Multiple vulnerabilities in current releases of the IBM® SDK, Java™ Technology Edition - United States CONFIRM

[security-announce] SUSE-SU-2015:2192-1: important: Security update for SUSE

Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT

[security-announce] SUSE-SU-2015:0833-1: critical: Security update for j SUSE

Red Hat Customer Portal REDHAT

[security-announce] SUSE-SU-2015:1161-1: important: Security update for SUSE

[security-announce] SUSE-SU-2015:2168-1: important: Security update for SUSE

Red Hat Customer Portal REDHAT

[security-announce] SUSE-SU-2015:1138-1: important: Security update for SUSE

Oracle Critical Patch Update - April 2015 CONFIRM

[security-announce] SUSE-SU-2015:2216-1: important: Security update for SUSE

[security-announce] SUSE-SU-2015:2166-1: important: Security update for SUSE

[security-announce] openSUSE-SU-2015:0773-1: important: Security update SUSE

[security-announce] SUSE-SU-2015:1086-1: important: Security update for SUSE

http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://rhn.redhat.com/errata/RHSA-2015-1021.html
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00003.html
http://www.securityfocus.com/bid/74083
http://rhn.redhat.com/errata/RHSA-2015-1007.html
http://lists.opensuse.org/opensuse-security-announce/2015-06/msg00014.html
http://rhn.redhat.com/errata/RHSA-2015-0857.html
http://www-01.ibm.com/support/docview.wss?uid=swg21883640
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00004.html
http://rhn.redhat.com/errata/RHSA-2015-1091.html
http://rhn.redhat.com/errata/RHSA-2015-0854.html
http://lists.opensuse.org/opensuse-security-announce/2015-05/msg00002.html
http://rhn.redhat.com/errata/RHSA-2015-1006.html
http://lists.opensuse.org/opensuse-security-announce/2015-06/msg00031.html
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00001.html
http://rhn.redhat.com/errata/RHSA-2015-0858.html
http://lists.opensuse.org/opensuse-security-announce/2015-06/msg00022.html
http://www.oracle.com/technetwork/topics/security/cpuapr2015-2365600.html
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00006.html
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00000.html
http://lists.opensuse.org/opensuse-security-announce/2015-04/msg00017.html


[security-announce] SUSE-SU-2015:1086-1: important: Security update for SUSE

Oracle Java Multiple Flaws Let Remote Users Deny Service and Gain Full Control of the Target System - SecurityTracker SECTRACK

Red Hat Customer Portal REDHAT

Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201603-11) — Gentoo Security GENTOO

[security-announce] SUSE-SU-2016:0113-1: important: Security update for SUSE

[security-announce] openSUSE-SU-2015:0774-1: important: Security update SUSE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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