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Unspecified vulnerability in Oracle Java SE 5.0u81, 6u91, 7u76, and 8u40 allows remote attackers to affect integrity via unk

| 1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Oracle Jdk 1.5.0 update8 All All
Oracle Jak 1.5.0 update_81 All All
Oracle Jdk 1.6.0 update91 All All
Oracle Jak 1.6.0 update_91 All All
Oracle Jak 1.7.0 update76 All All
Oracle Jak 1.7.0 update_76 All All
Oracle Jak 1.8.0 update40 All All
Oracle Jak 1.5.0 update_81 All All
Oracle Jdk 1.6.0 update_91 All All
Oracle Jdk 1.7.0 update_76 All All
Oracle Jdk 1.8.0 update40 All All
Oracle Jre 1.5.0 update81 All All
Oracle Jre 1.5.0 update_81 All All
Oracle Jre 1.6.0 update91 All All
Oracle Jre 1.6.0 update_91 All All
Oracle Jre 1.7.0 update76 All All
Oracle Jre 1.7.0 update 76 All All
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Application Oracle Jre 1.8.0 update40 All All

Application Oracle Jre 1.8.0 update_40 All All

Application Oracle Jre 1.5.0 update_81 All All

Application Oracle Jre 1.6.0 update_91 All All

Application Oracle Jre 1.7.0 update_76 All All

Application Oracle Jre 1.8.0 update_40 All All

Reference Source
Red Hat Customer Portal REDHAT
[security-announce] SUSE-SU-2015:2182-1: important: Security update for SUSE
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
Debian -- Security Information -- DSA-3235-1 openjdk-7 DEBIAN
[security-announce] SUSE-SU-2015:1085-1: important: Security update for SUSE
USN-2573-1: OpendDK 6 vulnerabilities | Ubuntu UBUNTU
Red Hat Customer Portal REDHAT

IBM Security Bulletin: Multiple vulnerabilities in current releases of the IBM® SDK, Java™ Technology Edition - United States CONFIRM

[security-announce] SUSE-SU-2015:2192-1: important: Security update for SUSE
Debian -- Security Information -- DSA-3316-1 openjdk-7 DEBIAN
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
[security-announce] SUSE-SU-2015:0833-1: critical: Security update for | SUSE
Red Hat Customer Portal REDHAT
[security-announce] SUSE-SU-2015:1161-1: important: Security update for SUSE
Support / Security / Advisories / / MDVSA-2015:212 | Mandriva MANDRIVA
[security-announce] SUSE-SU-2015:2168-1: important: Security update for SUSE
Mageia Advisory: MGASA-2015-0158 - Updated java-1.7.0-openjdk packages fix security vulnerabilities CONFIRM
Red Hat Customer Portal REDHAT
[security-announce] SUSE-SU-2015:1138-1: important: Security update for SUSE
Oracle Critical Patch Update - April 2015 CONFIRM
[security-announce] SUSE-SU-2015:2216-1: important: Security update for SUSE
Debian -- Security Information -- DSA-3234-1 openjdk-6 DEBIAN

USN-2574-1: OpendDK 7 vulnerabilities | Ubuntu UBUNTU
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[security-announce] SUSE-SU-2015:2166-1: Important: Security update for
[security-announce] openSUSE-SU-2015:0773-1: important: Security update
Oracle Java SE CVE-2015-0477 Remote Security Vulnerability
[security-announce] SUSE-SU-2015:1086-1: important: Security update for
Oracle Java Multiple Flaws Let Remote Users Deny Service and Gain Full Control of the Target System - SecurityTracker
Red Hat Customer Portal

Red Hat Customer Portal

Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201603-11) — Gentoo Security
[security-announce] SUSE-SU-2016:0113-1: important: Security update for
[security-announce] openSUSE-SU-2015:0774-1: important: Security update
Red Hat Customer Portal
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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