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CVE CVE-2015-0488
State PUBLISHED
Assigner oracle

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-04-16 16:59:39 UTC
Updated 2026-05-06 22:30:45 UTC
Description Unspecified vulnerability in Oracle Java SE 5.0u81, 6u91, 7u76, and 8u40, and JRockit R28.3.5, allows remote attackers to

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Jdk 1.5.0 update8 All All


https://cve.report/
https://cve.report/CVE-2015-0488/mitre
https://cve.report/CVE-2015-0488/nist
https://cve.report/CVE-2015-0488/cve_org
https://cve.report/api/cve/CVE-2015-0488.json
https://cve.report/CVE-2015-0488.pdf
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jdk

Application Oracle Jdk 1.6.0 update91 All All
Application Oracle Jdk 1.7.0 update76 All All
Application Oracle Jdk 1.8.0 update40 All All
Application Oracle Jre 1.5.0 update81 All All
Application Oracle Jre 1.6.0 update91 All All
Application Oracle Jre 1.7.0 update76 All All
Application Oracle Jre 1.8.0 update40 All All
Application Oracle Jrockit r28.3.5 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

[security-announce] openSUSE-SU-2015:0773-1: important: Security update

Mageia Advisory: MGASA-2015-0158 - Updated java-1.7.0-openjdk packages fix security vulnerabilities

USN-2574-1: OpendDK 7 vulnerabilities | Ubuntu

Debian -- Security Information -- DSA-3234-1 openjdk-6

[security-announce] SUSE-SU-2015:0833-1: critical: Security update for |

Red Hat Customer Portal

[security-announce] openSUSE-SU-2015:0774-1: important: Security update

IBM Security Bulletin: Multiple vulnerabilities in current releases of the IBM® SDK, Java™ Technology Edition - United States

Oracle Java Multiple Flaws Let Remote Users Deny Service and Gain Full Control of the Target System - SecurityTracker

USN-2573-1: OpendDK 6 vulnerabilities | Ubuntu

Security Bulletin: Multiple vulnerabilities in IBM Java SDK affect IBM SPSS Modeler (CVE-2015-4000, CVE-2015-0478, CVE-2015-0488)
[security-announce] SUSE-SU-2015:2182-1: important: Security update for

Red Hat Customer Portal

Red Hat Customer Portal

Debian -- Security Information -- DSA-3316-1 openjdk-7

Debian -- Security Information -- DSA-3235-1 openjdk-7

[security-announce] SUSE-SU-2015:1085-1: important: Security update for

Security Bulletin: Multiple vulnerabilities in IBM Java Runtime affect IBM Cognos Metrics Manager (CVE-2015-0478, CVE-2015-0488, CVE-2(C
Red Hat Customer Portal

[security-announce] SUSE-SU-2015:2168-1: important: Security update for

Red Hat Customer Portal
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http://cve.report/vendor/oracle
http://cve.report/software/oracle/jrockit
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://lists.opensuse.org/opensuse-security-announce/2015-04/msg00017.html
http://advisories.mageia.org/MGASA-2015-0158.html
http://www.ubuntu.com/usn/USN-2574-1
http://www.debian.org/security/2015/dsa-3234
http://lists.opensuse.org/opensuse-security-announce/2015-05/msg00002.html
http://rhn.redhat.com/errata/RHSA-2015-1020.html
http://lists.opensuse.org/opensuse-security-announce/2015-04/msg00018.html
http://www-01.ibm.com/support/docview.wss?uid=swg21883640
http://www.securitytracker.com/id/1032120
http://www.ubuntu.com/usn/USN-2573-1
http://www-304.ibm.com/support/docview.wss?uid=swg21960194
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00003.html
http://rhn.redhat.com/errata/RHSA-2015-0808.html
http://rhn.redhat.com/errata/RHSA-2015-0807.html
http://www.debian.org/security/2015/dsa-3316
http://www.debian.org/security/2015/dsa-3235
http://lists.opensuse.org/opensuse-security-announce/2015-06/msg00014.html
http://www-304.ibm.com/support/docview.wss?uid=swg21903565
http://rhn.redhat.com/errata/RHSA-2015-0854.html
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00001.html
http://rhn.redhat.com/errata/RHSA-2015-1007.html
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[security-announce] SUSE-SU-2015:2166-1: important: Security update for
Red Hat Customer Portal

Red Hat Customer Portal

[security-announce] SUSE-SU-2015:1086-1: important: Security update for
Red Hat Customer Portal

[security-announce] SUSE-SU-2015:1138-1: important: Security update for
Oracle Java SE CVE-2015-0488 Remote Security Vulnerability
[security-announce] SUSE-SU-2015:1161-1: important: Security update for
Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201603-11) — Gentoo Security
[security-announce] SUSE-SU-2015:2192-1: important: Security update for
[security-announce] SUSE-SU-2016:0113-1: important: Security update for
Red Hat Customer Portal

Red Hat Customer Portal

Support / Security / Advisories / / MDVSA-2015:212 | Mandriva

IBM Security Bulletin: Multiple vulnerabilities in IBM Java Runtime affect Tivoli Netcool/OMNIbus (Multiple CVEs) - United States
Red Hat Customer Portal

[security-announce] SUSE-SU-2015:2216-1: important: Security update for
Red Hat Customer Portal

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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http://www.oracle.com/technetwork/topics/security/cpuapr2015-2365600.html
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00000.html
http://rhn.redhat.com/errata/RHSA-2015-0806.html
http://rhn.redhat.com/errata/RHSA-2015-0809.html
http://lists.opensuse.org/opensuse-security-announce/2015-06/msg00015.html
http://rhn.redhat.com/errata/RHSA-2015-1006.html
http://lists.opensuse.org/opensuse-security-announce/2015-06/msg00022.html
http://www.securityfocus.com/bid/74111
http://lists.opensuse.org/opensuse-security-announce/2015-06/msg00031.html
https://security.gentoo.org/glsa/201603-11
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00004.html
http://lists.opensuse.org/opensuse-security-announce/2016-01/msg00005.html
http://rhn.redhat.com/errata/RHSA-2015-0857.html
http://rhn.redhat.com/errata/RHSA-2015-0858.html
http://www.mandriva.com/security/advisories?name=MDVSA-2015:212
http://www-304.ibm.com/support/docview.wss?uid=swg21960769
http://rhn.redhat.com/errata/RHSA-2015-1091.html
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00006.html
http://rhn.redhat.com/errata/RHSA-2015-1021.html
https://www.cve.org/CVERecord?id=CVE-2015-0488
https://nvd.nist.gov/vuln/detail/CVE-2015-0488
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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