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Summary

CVE CVE-2015-0536

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-20 10:59:00 UTC

Updated 2021-12-14 16:10:00 UTC

Description EMC RSA BSAFE Micro Edition Suite (MES) 4.0.x before 4.0.8 and 4.1.x before 4.1.3 and RSA BSAFE SSL-C 2.8.9 and earlier, when client authentication and an ephemeral Diffie-Hellman ciphersuite are enabled, allow remote attackers to cause a denial of service (daemon crash) via a ClientKeyExchange message with a length of zero, a similar issue to CVE-2015-1787.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dell Bsafe All All All All

Application Dell Bsafe 4.0.0 All All All

Application Dell Bsafe 4.0.1 All All All

Application Dell Bsafe 4.0.2 All All All

Application Dell Bsafe 4.0.3 All All All

Application Dell Bsafe 4.0.4 All All All

Application Dell Bsafe 4.0.5 All All All

Application Dell Bsafe Ssl-c All All All All

Application Emc Rsa Bsafe 4.0.0 All All All

Application Emc Rsa Bsafe 4.0.1 All All All

Application Emc Rsa Bsafe 4.0.2 All All All

Application Emc Rsa Bsafe 4.0.3 All All All

Application Emc Rsa Bsafe 4.0.4 All All All

Application Emc Rsa Bsafe 4.0.5 All All All

Application Emc Rsa Bsafe 4.0.6 All All All

Application Emc Rsa Bsafe 4.0.0 All All All

Application Emc Rsa Bsafe 4.0.1 All All All
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Application Emc Rsa Bsafe 4.0.1 All All All

Application Emc Rsa Bsafe 4.0.2 All All All

Application Emc Rsa Bsafe 4.0.3 All All All

Application Emc Rsa Bsafe 4.0.4 All All All

Application Emc Rsa Bsafe 4.0.5 All All All

Application Emc Rsa Bsafe 4.0.6 All All All

Application Emc Rsa Bsafe Ssl-c All All All All

References

Reference Source

Bugtraq: ESA-2015-081: RSA BSAFE® Micro Edition Suite, Crypto-C Micro Edition, Crypto-J, SSL-J and SSL-C Multiple Vulnerabilities BUGTRAQ

Multiple EMC RSA Products ESA-2015-081 Multiple Security Vulnerabilities BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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