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Summary

CVE CVE-2015-0554

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-21 18:59:00 UTC

Updated 2015-01-23 20:43:00 UTC

Description The ADB (formerly Pirelli Broadband Solutions) P.DGA4001N router with firmware PDG_TEF_SP_4.06L.6 does not properly restrict access to the web interface, which allows remote attackers to obtain sensitive information or cause a denial of service (device restart) as demonstrated by a direct request to (1) wlsecurity.html or (2) resetrouter.html.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Adb P.dga4001n All All All All

Hardware Adb P.dga4001n All All All All

Operating System Adb P.dga4001n Firmware pdg_tef_sp_4.06l.6 All All All

Operating System Adb P.dga4001n Firmware pdg_tef_sp_4.06l.6 All All All

References

Reference Source Link Tags

Pirelli ADSL2/2+ Wireless Router P.DGA4001N - Information Disclosure EXPLOIT-DB www.exploit-db.com Exploit

Pirelli ADSL2/2+ Wireless Router P.DGA4001N Information Disclosure ≈ Packet Storm MISC packetstormsecurity.com Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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