CVE-2015-0563

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2015-0563
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-10 02:59:41 UTC
Updated 2026-05-06 22:30:45 UTC
Description epan/dissectors/packet-smtp.c in the SMTP dissector in Wireshark 1.10.x before 1.10.12 and 1.12.x before 1.12.3 uses an

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:N/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Opensuse Opensuse 13.1 All All All


https://cve.report/
https://cve.report/CVE-2015-0563/mitre
https://cve.report/CVE-2015-0563/nist
https://cve.report/CVE-2015-0563/cve_org
https://cve.report/api/cve/CVE-2015-0563.json
https://cve.report/CVE-2015-0563.pdf
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse

Operating System Opensuse Opensuse 13.2 All
Application Wireshark Wireshark 1.10.0 All
Application Wireshark Wireshark 1.10.1 All
Application Wireshark Wireshark 1.10.10 All
Application Wireshark Wireshark 1.10.11 All
Application Wireshark Wireshark 1.10.2 All
Application Wireshark Wireshark 1.10.3 All
Application Wireshark Wireshark 1.10.4 All
Application Wireshark Wireshark 1.10.5 All
Application Wireshark Wireshark 1.10.6 All
Application Wireshark Wireshark 1.10.7 All
Application Wireshark Wireshark 1.10.8 All
Application Wireshark Wireshark 1.10.9 All
Application Wireshark Wireshark 1.12.0 All
Application Wireshark Wireshark 1.12.1 All
Application Wireshark Wireshark 1.12.2 All

Vendor Declared Affected Products

All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

code.wireshark Code Review - wireshark.git/commit

Wireshark - wnpa-sec-2015-04 - SMTP dissector crash

Oracle Bulletin Board Update - January 2015

Malformed Request

code.wireshark Code Review - wireshark.git/commit

Mageia Advisory: MGASA-2015-0019 - Updated wireshark packages fix security vulnerabilities
Security Advisory SA62612 - SUSE update for wireshark - Secunia
openSUSE-SU-2015:0113-1: moderate: Security update for wireshark
Oracle Linux Bulletin - October 2015

Bug 10823 — Buildbot crash output: fuzz-2015-01-01-29029.pcap
Support / Security / Advisories / / MDVSA-2015:022 | Mandriva
code.wireshark Code Review - wireshark.git/commit

code.wireshark Code Review - wireshark.git/commit
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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