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Buffer underflow in the ssl_decrypt_record function in epan/dissectors/packet-ssl-utils.c in Wireshark 1.10.x before 1.10.12
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Operating System
Operating System
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Operating System
Application
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Vendor Product Version Update Edition Language
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Opensuse Opensuse 13.1 All All All
Opensuse Opensuse 13.2 All All All
Opensuse Opensuse 13.1 All All All
Opensuse Opensuse 13.2 All All All
Oracle Linux 7 All All All
Oracle Linux 7 All All All
Oracle Solaris 11.2 All All All
Oracle Solaris 11.2 All All All
Wireshark Wireshark 1.10.0 All All All
Wireshark Wireshark 1.10.1 All All All
Wireshark Wireshark 1.10.10 All All All
Wireshark Wireshark 1.10.11 All All All
Wireshark Wireshark 1.10.2 All All All
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Wireshark - wnpa-sec-2015-05 - TLS/SSL decryption crash

Wireshark TLS/SSL Decryption CVE-2015-0564 Denial of Service Vulnerability
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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