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Summary

CVE CVE-2015-0599

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-03 22:59:00 UTC

Updated 2017-09-08 01:29:00 UTC

Description The web interface in Cisco Integrated Management Controller in Cisco Unified Computing System (UCS) on C-Series Rack Servers does not properly restrict use of IFRAME elements, which makes it easier for remote attackers to conduct clickjacking attacks and unspecified other attacks via a crafted web site, related to a "cross-frame scripting (XFS)" issue, aka Bug ID CSCuf50138.

Risk And Classification

Problem Types: CWE-254

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Unified Computing System - All All All

Hardware Cisco Unified Computing System - All All All

References

Reference Source

Cisco UCS C-Series Rack Servers Integrated Management Controller Cross-Frame Scripting Vulnerability CISCO

Security Advisory SA62762 - Cisco UCS C-Series Rack Servers Integrated Management Controller Clickjacking Vulnerability - Secunia SECUNIA

IBM X-Force Exchange XF

Cisco Unified Computing System C-Series Rack Servers Cross Frame Scripting Vulnerability BID

Cisco UCS C-Series Rack Servers Integrated Management Controller Cross-Frame Scripting Vulnerability CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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