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The Authentication Proxy feature in Cisco IOS does not properly handle invalid AAA return codes from RADIUS and TACA(

Risk And Classification

1|

Problem Types: CWE-287
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Reference Source Link
Cisco 10S Software Authentication Proxy Bypass Vulnerability CISCO tools.cisco.com

Cisco 10S Bug in Authentication Proxy May Let Remote Users Bypass Authentication - SecurityTracker SECTRACK  www.securitytracker.

Cisco 10S Software Authentication Proxy Bypass Vulnerability CONFIRM tools.cisco.com
Cisco 10S Software CVE-2014-2188 Authentication Bypass Vulnerability BID www.securityfocus.c
CVE Program record CVE.ORG WWW.Cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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