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Summary

CVE CVE-2015-0633

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-26 01:59:00 UTC

Updated 2019-04-15 12:30:00 UTC

Description The Integrated Management Controller (IMC) in Cisco Unified Computing System (UCS) 1.4(7h) and earlier on C-Series servers allows remote attackers to bypass intended access restrictions by sending crafted DHCP response packets on the local network, aka Bug ID CSCuf52876.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco C200 M1 All All All All

Hardware Cisco C200 M1 All All All All

Hardware Cisco C200 M2 All All All All

Hardware Cisco C200 M2 All All All All

Hardware Cisco C210 M2 All All All All

Hardware Cisco C210 M2 All All All All

Hardware Cisco C220 M3 All All All All

Hardware Cisco C220 M3 All All All All

Hardware Cisco C220 M4 All All All All

Hardware Cisco C220 M4 All All All All

Hardware Cisco C22 M3 All All All All

Hardware Cisco C22 M3 All All All All

Hardware Cisco C240 M3 All All All All

Hardware Cisco C240 M3 All All All All

Hardware Cisco C240 M4 All All All All

Hardware Cisco C240 M4 All All All All

Hardware Cisco C24 M3 All All All All

https://cve.report/
https://cve.report/CVE-2015-0633/mitre
https://cve.report/CVE-2015-0633/nist
https://cve.report/CVE-2015-0633/cve_org
https://cve.report/CVE-2015-0633.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/c200_m1
http://cve.report/vendor/cisco
http://cve.report/software/cisco/c200_m1
http://cve.report/vendor/cisco
http://cve.report/software/cisco/c200_m2
http://cve.report/vendor/cisco
http://cve.report/software/cisco/c200_m2
http://cve.report/vendor/cisco
http://cve.report/software/cisco/c210_m2
http://cve.report/vendor/cisco
http://cve.report/software/cisco/c210_m2
http://cve.report/vendor/cisco
http://cve.report/software/cisco/c220_m3
http://cve.report/vendor/cisco
http://cve.report/software/cisco/c220_m3
http://cve.report/vendor/cisco
http://cve.report/software/cisco/c220_m4
http://cve.report/vendor/cisco
http://cve.report/software/cisco/c220_m4
http://cve.report/vendor/cisco
http://cve.report/software/cisco/c22_m3
http://cve.report/vendor/cisco
http://cve.report/software/cisco/c22_m3
http://cve.report/vendor/cisco
http://cve.report/software/cisco/c240_m3
http://cve.report/vendor/cisco
http://cve.report/software/cisco/c240_m3
http://cve.report/vendor/cisco
http://cve.report/software/cisco/c240_m4
http://cve.report/vendor/cisco
http://cve.report/software/cisco/c240_m4
http://cve.report/vendor/cisco
http://cve.report/software/cisco/c24_m3


Hardware Cisco C24 M3 All All All All

Hardware Cisco C24 M3 All All All All

Hardware Cisco C250 M1 All All All All

Hardware Cisco C250 M1 All All All All

Hardware Cisco C250 M2 All All All All

Hardware Cisco C250 M2 All All All All

Hardware Cisco C260 M2 All All All All

Hardware Cisco C260 M2 All All All All

Hardware Cisco C3160 All All All All

Hardware Cisco C3160 All All All All

Hardware Cisco C420 M2 All All All All

Hardware Cisco C420 M2 All All All All

Hardware Cisco C420 M3 All All All All

Hardware Cisco C420 M3 All All All All

Hardware Cisco C460 M1 All All All All

Hardware Cisco C460 M1 All All All All

Hardware Cisco C460 M2 All All All All

Hardware Cisco C460 M2 All All All All

Hardware Cisco C460 M4 All All All All

Hardware Cisco C460 M4 All All All All

Application Cisco Unified Computing System 1.4 All All All

Application Cisco Unified Computing System 1.4(1c) All All All

Application Cisco Unified Computing System 1.4(2) All All All

Application Cisco Unified Computing System 1.4(3c)1 All All All

Application Cisco Unified Computing System 1.4(3c)2 All All All

Application Cisco Unified Computing System 1.4(3j) All All All

Application Cisco Unified Computing System 1.4(3k) All All All

Application Cisco Unified Computing System 1.4(3p) All All All

Application Cisco Unified Computing System 1.4(3p)5 All All All

Application Cisco Unified Computing System 1.4(3s) All All All

Application Cisco Unified Computing System 1.4(4a) All All All

Application Cisco Unified Computing System 1.4(4a)1 All All All

Application Cisco Unified Computing System 1.4(5b)1 All All All

Application Cisco Unified Computing System 1.4(5e) All All All

Application Cisco Unified Computing System 1.4(5g) All All All

Application Cisco Unified Computing System 1.4(5g)2 All All All
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Application Cisco Unified Computing System 1.4(5h) All All All

Application Cisco Unified Computing System 1.4(5j) All All All

Application Cisco Unified Computing System 1.4(6c) All All All

Application Cisco Unified Computing System 1.4(6d) All All All

Application Cisco Unified Computing System 1.4(7b)1 All All All

Application Cisco Unified Computing System 1.4(7c)1 All All All

Application Cisco Unified Computing System 1.4(7h) All All All

Application Cisco Unified Computing System 1.4\(1c\) All All All

Application Cisco Unified Computing System 1.4\(2\) All All All

Application Cisco Unified Computing System 1.4\(3c\)1 All All All

Application Cisco Unified Computing System 1.4\(3c\)2 All All All

Application Cisco Unified Computing System 1.4\(3j\) All All All

Application Cisco Unified Computing System 1.4\(3k\) All All All

Application Cisco Unified Computing System 1.4\(3p\) All All All

Application Cisco Unified Computing System 1.4\(3p\)5 All All All

Application Cisco Unified Computing System 1.4\(3s\) All All All

Application Cisco Unified Computing System 1.4\(4a\) All All All

Application Cisco Unified Computing System 1.4\(4a\)1 All All All

Application Cisco Unified Computing System 1.4\(5b\)1 All All All

Application Cisco Unified Computing System 1.4\(5e\) All All All

Application Cisco Unified Computing System 1.4\(5g\) All All All

Application Cisco Unified Computing System 1.4\(5g\)2 All All All

Application Cisco Unified Computing System 1.4\(5h\) All All All

Application Cisco Unified Computing System 1.4\(5j\) All All All

Application Cisco Unified Computing System 1.4\(6c\) All All All

Application Cisco Unified Computing System 1.4\(6d\) All All All

Application Cisco Unified Computing System 1.4\(7b\)1 All All All

Application Cisco Unified Computing System 1.4\(7c\)1 All All All

Application Cisco Unified Computing System 1.4\(7h\) All All All

Application Cisco Unified Computing System 1.4 All All All

Application Cisco Unified Computing System 1.4\(1c\) All All All

Application Cisco Unified Computing System 1.4\(2\) All All All

Application Cisco Unified Computing System 1.4\(3c\)1 All All All

Application Cisco Unified Computing System 1.4\(3c\)2 All All All

Application Cisco Unified Computing System 1.4\(3j\) All All All

Application Cisco Unified Computing System 1.4\(3k\) All All All
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Application Cisco Unified Computing System 1.4\(3k\) All All All

Application Cisco Unified Computing System 1.4\(3p\) All All All

Application Cisco Unified Computing System 1.4\(3p\)5 All All All

Application Cisco Unified Computing System 1.4\(3s\) All All All

Application Cisco Unified Computing System 1.4\(4a\) All All All

Application Cisco Unified Computing System 1.4\(4a\)1 All All All

Application Cisco Unified Computing System 1.4\(5b\)1 All All All

Application Cisco Unified Computing System 1.4\(5e\) All All All

Application Cisco Unified Computing System 1.4\(5g\) All All All

Application Cisco Unified Computing System 1.4\(5g\)2 All All All

Application Cisco Unified Computing System 1.4\(5h\) All All All

Application Cisco Unified Computing System 1.4\(5j\) All All All

Application Cisco Unified Computing System 1.4\(6c\) All All All

Application Cisco Unified Computing System 1.4\(6d\) All All All

Application Cisco Unified Computing System 1.4\(7b\)1 All All All

Application Cisco Unified Computing System 1.4\(7c\)1 All All All

Application Cisco Unified Computing System 1.4\(7h\) All All All

References

Reference

20150224 Cisco UCS C-Series Integrated Management Controller Denial of Service Vulnerability

tools.cisco.com/security/center/viewAlert.x

Cisco Unified Computing System C-Series DHCP Packet Handling Denial of Service Vulnerability

Cisco Unified Computing System CVE-2015-6415 Denial of Service Vulnerability

Cisco Unified Computing System DHCP Bug in Integrated Management Controller Lets Remote Users Access Controls on the Target System - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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